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Abstract 


This  study  is  concerned  with  mobile  packet  radio  networks.  These  networks  are  of  importmce 
in  the  context  of  tactical  battlefield  communications,  where  decentralized  operation  and  antijam 
capability  are  desirable  network  attributes.  The  objective  of  this  study  is  to  conduct  md 
document  a  survey  of  the  known  and  available  results  on  techmques  for  routing  information 
through  packet  radio  networks.  We  focus  on  issues  that  reside  within  the  first  Gower)  three 
layers  of  the  seven-layer  open  system  interconnection  (OSI)  network  architecture  model. 
Consequently,  a  greater  emphasis  is  placed  on  issues,  such  as  network  connectivity,  media 

access,  and  routing.  Where  available,  performance  evaluation  methods  are  detailed.  Finally,  we 

present  examples  of  commercial,  state-of-the-art  wireless  data  networks  and  discuss  some  open 
problems  for  further  study. 
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1.  Introduction 


A  mobile  packet  radio  network  consists  of  a  collection  of  movable  terminals  (or  nodes) 
distributed  over  a  wide  geographical  area  and  the  radio  links  which  connect  them.  Informa¬ 
tion  is  transmitted  between  terminals  in  the  form  of  discrete  blocks  of  data  called  packets. 
Each  terminal  has  packet-switching  capabilities  and  may  represent  a  transmitter,  receiver, 
or  relay  station.  These  networks  typically  lack  a  fixed  infrastructure:  terminals  are  mobile, 
there  is  no  central  hub  or  controller,  and  thus  there  is  no  fixed  network  topology.  Examples 
of  such  networks  include  the  U.S.  Army’s  Single  Channel  Ground  to  Airborne  Radio  System 
(SINCGARS)  and  the  U.S.  Navy’s  High-Frequency  (HF)  Intra  Task  Force  (ITF)  network. 

Packet  radio  networks  must  contend  with  a  difficult  and  variable  communications  environ¬ 
ment.  First,  packet  transmissions  are  plagued  by  the  usual  problems  of  radio  communication, 
which  include  propagation  path  loss,  signal  multipath  and  fading,  and  thermal  noise.  Sec¬ 
ond,  these  effects  vary  with  terminal  movement,  which  also  induces  Doppler  spreading  in  the 
frequency  of  the  transmitted  signal.  Finally,  transmissions  from  neighboring  terminals  and 
hostile  jammers  may  contribute  additional  interference. 

To  communicate  under  these  harsh  conditions,  the  network  protocols  must  perform  several 
basic  functions.  First,  the  protocols  must  establish  and  maintain  radio  connectivity  between 
neighboring  terminals,  whenever  feasible.  Second,  they  must  ensure  reliable  transmission 
of  data  packets  between  connected  terminals.  Third,  the  protocols  should  build  and  main¬ 
tain  routing  tables  to  guide  packets  through  the  network  from  the  source  terminal  to  the 
destination. 

From  a  communication  viewpoint,  the  following  features  are  desirable  in  protocols  for 
mobile  packet  radio  networks: 


•  The  dynamic  nature  of  the  network  mandates  frequent  topological  restructuring;  hence. 
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the  network  should  be  self-organizing  and  adaptive. 

•  The  network  should  provide  communication  between  any  pair  of  nodes,  at  all  times. 

•  The  network  should  have  a  decentralized  structure,  i.e.,  each  terminal  should  base  its 
actions  on  locally  gathered  information.  Moreover,  the  network  should  be  able  to  cope 
with  arriving  and  departing  terminals,  and  it  should  degrade  gracefully  when  terminals 
fail. 

j 

•  The  network  should  be  robust  against  jamming  and  multiuser  interference,  multipath 

i 

fading,  and  propagation  path  loss. 

1.1  Objective  of  the  Study 

This  report  comprehensively  surveys  the  literature  on  routing  in  mobile  packet  radio  net¬ 
works.  The  focus  is  on  dynamic  networks  with  changing  topologies  and  varying  link  qualities. 
Particular  goals  of  the  study  include: 


•  discussing  techniques  for  ensuring  connectivity  among  mobile  terminals, 

•  examining  various  random  channel  access,  link  scheduling,  and  channel  signaling  meth¬ 
ods, 

•  examining  adaptive  multihop  routing  algorithms, 

•  addressing  the  role  of  network  congestion  on  the  performance  of  routing  algorithms, 
and 

•  describing  the  fading  channel  and  packet  radio  network  models  used. 
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1.2  Design  Issues  in  Mobile  Packet  Radio  Networks 

There  are  many  fundamental  issues  that  arise  in  designing  a  mobile  packet  radio  network. 
In  this  study,  we  focus  on  those  that  reside  within  the  lower  three  layers  of  the  seven-layer 
open  systems  interconnection  (OSI)  network  architecture  model.  We  briefly  discuss  these 
issues  in  the  following  paragraphs. 

(1)  Network  Connectivity:  In  a  decentralized  mobile  packet  radio  environment,  the  network 
is  subject  to  changes  in  connectivity.  These  changes  are  initiated  by  many  factors,  in¬ 
cluding  terminal  motion,  jamming,  terrain  changes,  and  equipment  malfunction.  Con¬ 
sequently,  in  the  absence  of  a  central  controller,  how  do  mobile  terminals  establish  and 
maintain  connectivity  at  all  times?  Distributed  algorithms  are  necessary  that  either  (a) 
construct  a  backbone  network,  or  (b)  discover  nodal  connectivities  as  part  of  the  packet 
routing  protocol.  (An  emerging  trend  in  the  literature  is  to  consider  routing  algorithms 
in  which  network  connectivity  is  determined  in  the  process  of  routing  packets.) 

(2)  Media  Access:  Once  connectivities  between  terminals  are  known,  how  do  terminals 
access  the  common  radio  channel?  Since  the  radio  channel  is  a  multiaccess  broadcast 
resource  that  is  shared  by  many  contending  users,  action  taken  by  a  node  affects  actions 
taken  by  neighboring  nodes  in  the  network.  Consequently,  a  channel  access  protocol  is 
needed  to  efficiently  share  the  radio  channel.  Moreover,  a  channel  signaling  technique, 
to  determine  the  mode  of  data  transmission  (e.g.,  narrowband  or  spread-spectrum), 
and  a  link  scheduling  algorithm,  to  provide  a  schedule  for  enabling  links  in  networks 
with  a  backbone,  are  also  needed.  What  are  the  commonly  used  methods  for  channel 
access,  channel  signaling,  and  link  scheduling? 

(3)  Routing:  Given  network  connectivity  and  media  access  methods,  how  are  packets 
routed  through  the  network  from  source  to  destination?  In  many  mobile  packet  radio 
networks,  the  routing  problem  is  of  a  multihop  nature,  as  packets  may  pass  through 
intermediate  (relay)  nodes  before  reaching  their  destination.  More  precisely  then,  how 
are  routing  tables  constructed  and  maintained  when  network  topology  is  changing? 
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(4)  Modeling  and  PevfoTTnance  Evaluation'.  Finally,  what  are  the  important  performance 
measures  for  a  mobile  packet  radio  network?  Standard  global  performance  measures 
include  thvoughput,  delay,  and  stability.  For  routing  protocols,  the  worst-case  compu¬ 
tational  complexity  is  also  an  important  measure.  What  are  the  analytically  tractable 
models  that  exist  to  emulate  the  dynamic  nature  of  a  mobile  packet  radio  network 
(e.g.,  multipath  fading  and  varying  link  quality)? 


1.3  Organization  of  the  report 

The  report  is  organized  as  follows.  Section  2  discusses  distributed  algorithms  for  ensur¬ 
ing  network  connectivity  in  a  mobile  radio  environment.  (The  Appendix  contains  a  brief 
overview  of  the  main  characteristics  of  radio  propagation.)  In  particular,  section  2  discusses 
in  detail  the  linked-cluster  architecture  algorithm  used  in  the  Navy’s  HF  ITF  network  [1], 
which  constructs  and  adaptively  maintains  a  backbone  network  for  communication  between 
nodes.  Section  3  first  outlines  the  distinctive  characteristics  of  the  radio  channel  and  then 
discusses  various  channel  signaling,  channel  access,  and  link  scheduling  methods.  Perfor¬ 
mance  evaluations  of  channel  access  and  channel  signaling  methods  for  both  single-hop  and 
multihop  networks  are  then  presented.  Section  4  examines  protocols  for  packet  routing. 
Protocol  performance  evaluations  are  included.  Section  5  discusses  examples  of  commercial 
wireless  data  networks.  Finally,  section  6,  presents  our  concluding  remarks  and  mentions 
some  open  problems  for  further  study. 


2.  Network  Connectivity 


This  section  is  concerned  with  issues  that  reside  within  the  physical  layer  of  the  OSI 
model.  The  fundamental  problem  in  this  layer  is  to  provide  the  means  by  which  existing 
connectivities  among  the  nodes  can  be  discovered.  This  problem  is  particularly  complicated 
in  the  case  of  a  packet  radio  network  since  typically  it  has  no  a  priori  structure  and  hence. 
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there  are  no  assumptions  on  a  connectivity  structure  or  on  role  assignments  to  nodes  for 
the  purpose  of  network  control  [1].  Also,  in  a  mobile  radio  environment,  changes  in  network 
connectivity  can  be  brought  about  by  many  factors,  such  as  the  presence  of  a  jammer, 
propagation  path  loss,  fading  due  to  multipath,  and  terrain  changes. 

One  approach  to  ensure  complete  network  connectivity  involves  the  use  of  a  distributed 
network  organization  algorithm  to  determine  which  nodes  are  connected  and  to  dynamically 
assign  roles  to  nodes  for  network  control.  In  the  following  paragraphs,  we  describe  one 
such  algorithm.  Alternatively,  in  the  recent  literature,  there  is  a  discernible  trend  toward 
determining  network  connectivities  as  part  of  the  process  of  routing  packets.  Such  algorithms 
are  addressed  in  section  4. 

For  the  network  organization  problem  discussed  next,  it  is  assumed  that  the  network 
consists  of  mobile  nodes,  geographically  dispersed  over  distances  which  may  be  beyond  the 
line  of  sight  (LOS),  and  links  that  connect  these  nodes.  A  node  has  no  a  priori  knowledge  of 
the  locations  of  the  other  nodes,  the  connectivities  of  the  network,  or  even  its  own  neighbors. 
The  only  knowledge  available  to  a  network  member  (i.e.,  a  node)  is  the  set  of  possible  network 
members,  each  having  a  unique  identity  (unique  ID  number). 

An  example  of  an  algorithm  used  to  determine  network  connectivity  is  the  Linked  Cluster 
Algorithm  (LCA)  developed  in  a  series  of  papers  by  Ephremides,  Wieselthier,  and  Baker 
[1,  2,  3,  4,  5].  The  algorithm  was  specifically  developed  for  the  HF  ITF  Network,  a  network 
designed  to  provide  extended  line  of  sight  (ELOS)  (50  to  1,000  km)  communication  for  a 
Naval  task  force.  Ample  documentation  of  the  LCA  can  also  be  found  in  Baker,  Ephremides, 
and  Flynn  [6]. 

The  LCA  permits  the  nodes  to  discover  each  other  and  ultimately  yields  an  overall  network 
topology  that  facilitates  network  operations,  e.g,  message  broadcasting.  The  interconnection 
structure  that  results  from  this  algorithm  consists  of  interconnected  clusters  of  nodes,  hence 
the  name  LCA.  The  goals  of  the  algorithm  are  that,  as  links  are  discovered,  a  structure 
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results  that  will  permit: 


(1)  communication  between  any  pair  of  nodes  by  forming  bidirectional  (two-way)  links, 

(2)  network-wide  broadcasts, 

(3)  avoidance  of  the  “hidden-terminal”  problem  [7],  and 

(4)  robust  recovery  from  node  or  link  losses  and  other  topological  changes. 


Furthermore,  the  process  of  organization  is  fully  distributed. 

In  the  LCA,  nodes  can  assume  one  of  three  roles:  a  node  may  be  a  clusterhead,  a  gateway, 
or  an  ordinary  node.  Each  node  is  associated  with  a  designated  clusterhead,  called  its  own 
clusterhead.  A  node  may  also  be  within  communication  range  of  other  clusterhead  nodes. 
The  clusterhead  can  assume  various  responsibilities;  for  instance,  it  may  act  as  a  local  con¬ 
troller  for  all  the  nodes  in  its  cluster.  An  example  is  when  intracluster  communication  is 
controlled  by  the  clusterhead  acting  either  as  a  polling  agent  for  noncontention  communi¬ 
cation,  or  as  a  “busy-tone”  emitter  in  a  contention-based  mode.  The  LCA  is  designed  so 
that  two  clusterheads  are  never  directly  connected  to  each  other.  Consequently,  gateways 
are  used  to  provide  communication  between  two  clusters,  thereby  producing  overall  network 
connectivity.  The  clusterheads,  gateway  nodes,  and  the  links  that  interconnect  them  form 
the  backbone  network  (see  Figure  1). 

The  LCA  consists  of  two  steps:  cluster  formation  and  cluster  linkage,  which  are,  in  turn, 
divided  into  a  computation  pafd  and  a  communication  part. 


(1)  Computation  (cluster  formation  and  linkage):  For  simplicity,  we  explain  the  algorithm 
in  the  context  of  an  example  in  which  the  entire  network  topology  is  known  to  a 
central  controller.  The  communication  range  is  a  fixed  constant  R  for  all  nodes.  (The 
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GATEWAY 


ORDINARY  NODE 
CLUSTERHEAD 

Figure  1;  Example  of  Hnked-cluster  network  organization  of  a  mobile  packet  radio  network. 

distributed  implementation  of  the  algorithm  without  a  central  controller  and  without 
assuming  a  fixed  mm  muni  cation  range  R  is  described  in  the  communication  part  of 
the  algorithm.)  The  central  controller  arbitrarily  selects  a  node,  say  node  1,  to  be  a 
clusterhead.  It  then  draws  a  circle  of  radius  R  around  that  node  and  declares  all  nodes 
within  that  circle  to  belong  to  the  first  cluster  with  node  1  as  their  own  clusterhead. 
From  the  remaining  nodes  not  in  the  first  cluster,  the  controller  chooses  the  node  with 
the  lowest  ID  number  to  be  the  next  clusterhead.  The  central  controller  draws  a  circle 
of  radius  R  around  the  new  clusterhead  and  declares  all  nodes  captured  in  this  circle 
to  be  members  of  the  second  cluster.  However,  only  the  nodes  which  are  not  also  in  the 
first  cluster  are  assigned  the  new  clusterhead  as  their  own  clusterhead.  The  process  is 
repeated  until  all  nodes  belong  to  at  least  one  cluster. 

After  clusterheads  have  been  determined,  gateways  must  be  chosen  to  provide  inter¬ 
cluster  communication.  There  are  two  cases,  namely,  overlapping  clusters  or  adjacent, 
nonoverlapping  clusters,  as  shown  in  Figure  2.  In  the  nonoverlapping  case,  a  pair  of 
gateways  is  needed,  i.e.,  one  from  each  cluster.  Regardless  of  the  case,  there  is  an  un¬ 
ambiguous  subset  of  nodes  from  which  gateways  can  be  selected.  For  the  overlapping 
case,  the  node  in  the  intersection  of  the  two  clusters  with  the  lowest  ID  number  can 
be  selected.  For  the  nonoverlapping  case,  the  pair  of  nodes  whose  sum  of  ID  numbers 
is  the  lowest  can  be  chosen  to  be  gateways.  (These  chosen  nodes  must  be  in  trans¬ 
mission  range  of  each  other.)  Further  details  on  gateway  selection  can  be  found  in 
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Baker,  Ephremides,  and  Wieselthier;  Baker  and  Ephremides;  and  Baker,  Ephremides, 
and  Flynn  [4,  5,  6]. 

Note  that  the  previous  cluster  formation  process  requires: 

(a)  knowledge  of  each  node’s  bidirectional  connectivities  to  neighboring  nodes, 

(b)  a  rule  for  selecting  a  clusterhead  from  a  set  of  candidate  nodes, 

(c)  specification  of  the  sequence  in  which  clusters  are  formed,  and 

(d)  a  rule  for  gateway  selection  from  a  group  of  candidate  nodes. 


(a)  (b) 


Figure  2:  Two  cases  in  linked  cluster  algorithm:  (a)  overlapping  clusters,  and  (b)  nonover- 
lapping  clusters. 

(2)  Communication  (database  collection  for  distributed  implementations):  A  process  of 
probing  is  used  for  each  node  to  discover  who  its  neighbors  are.  A  probe  message  is 
broadcast,  and  every  node  that  hears  it  sends  an  acknowledgment  back  to  the  prob¬ 
ing  node.  A  strategy  to  implement  the  probing  process  is  to  set  up  two  time-division 
multiple  access  (TDMA)  frames  for  controlling  the  transmission  of  probe  and  acknowl¬ 
edgment  messages.  Each  node  is  assigned  its  own  transmission  time  once  in  each  frame. 
In  the  first  frame,  each  node  broadcasts  its  probe  message,  e.g.,  announcing  its  iden¬ 
tity,  and  also  acknowledges  the  receipt  of  previously  transmitted  probe  messages  from 
other  nodes  that  it  has  heard.  The  acknowledgments  can  be  done  by  announcing  the 
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ID  numbers  of  those  nodes  it  has  heard.  During  frame  2,  each  node  acknowledges  any 
probe  messages  that  it  has  received  since  its  own  frame  1  transmission.  As  a  result 
of  this  probing  process,  each  node  discovers  who  it  is  bidirectionally  connected  with 
Baker,  Ephremides,  and  Wieselthier;  Baker  and  Ephremides;  and  Baker,  Ephremides, 
and  Flynn  [4,  5,  6].  Only  bidirectional  links  are  used  in  the  formation  of  the  backbone 
network. 

Just  prior  to  its  frame  2  transmission,  each  node  has  obtained  the  information  it 
needs  to  implement  the  cluster  formation  step  in  the  linked  cluster  architecture.  In  its 
frame  2  transmission,  each  node  includes  an  announcement  of  the  decision  to  become 
a  clusterhead,  if,  in  fact,  the  node  has  so  decided.  This  decision  is  revealed  by  the 
node  including  the  ID  of  its  own  clusterhead  in  its  frame  2  transmission.  Each  node 
selects,  as  its  own  clusterhead,  the  node  with  the  lowest  ID  to  which  it  is  bidirectionally 
connected.  A  node  decides  to  become  a  clusterhead  if,  by  its  frame  2  transmission, 
it  has  not  already  heard  from  a  clusterhead  to  which  it  is  bidirectionally  connected. 
Consequently,  node  1  always  becomes  a  clusterhead,  and  node  i,  for  i  >  1,  becomes 
a  clusterhead  if  it  is  not  bidirectionally  connected  to  a  clusterhead  whose  ID  is  less 
than  i. 


An  advantage  of  using  a  TDMA-based  probing  procedure  is  its  contention-free  nature  and 
the  knowledge  of  the  duration  of  the  organization  period.  Network-wide  synchronization  at 
the  slot  level  is  easy  to  maintain,  since  the  slot  duration  is  much  greater  than  the  antici¬ 
pated  timing  uncertainties  throughout  the  network.  Moreover,  in  contention-free  systems, 
spread-spectrum  synchronization  is  easier  to  acquire  than  in  systems  in  which  contention 
is  permitted.  However,  a  disadvantage  of  the  TDMA  structure  is  that  when  the  number  of 
nodes  is  large,  the  organizational  period  becomes  long.  For  larger  networks,  therefore,  it  may 
be  necessary  to  use  alternative  methods  for  maintaining  linked-cluster  networks.  Possible 
alternatives  may  be  to  proceed  asynchronously  with  a  contention-based  protocol  or  to  allow 
a  limited  subset  of  nodes  to  participate  in  the  formation  of  a  backbone  network. 
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A  node  must  address  two  issues  when  deciding  whether  to  serve  as  a  gateway;  identify¬ 
ing  the  clusters  for  which  it  can  serve  as  a  gateway,  and  identifying  all  other  nodes  that 
can  do  the  same.  For  the  nodes  that  are  inside  cluster  intersections,  the  selection  can  be 
made  unambiguously,  based  on  the  information  that  has  been  gathered  in  frame  2.  In  the 
case  of  nonoverlapping  adjacent  cluster  configurations,  the  algorithms  described  in  Baker, 
Ephremides,  and  Wieselthier;  Baker  and  Ephremides;  and  Baker,  Ephremides,  and  Flynn 
[4,  5,  6]  occasionally  yield  more  than  one  pair  of  gateways  linking  the  clusters  or  an  addi¬ 
tional  “half-pair,”  (one  node  in  one  cluster  that  decides  to  serve  as  a  gateway  along  with  a 
node  from  the  other  cluster  that  does  not  decide  the  same).  These  superfluous  gateways  are 
not  harmful,  and  their  inclusion  is  at  worst  a  nuisance. 

Note  that  the  chosen  order  of  cluster  formation  results  in  a  set  of  clusters  which  is  not 
optimized  in  any  way.  For  example,  it  does  not  achieve  the  minimum  number  of  clusters;  it 
is  not  known  whether  such  a  goal  is,  in  fact,  desirable.  It  does,  however,  produce  a  connected 
network  whenever  the  required  link  connectivities  are  present.  Other  than  node  1,  it  is  also 
not  known  o  priori  which  nodes  will  become  clusterheads.  If  it  is  desirable  that  certain  nodes 
should  become  clusterheads,  then  they  can  be  assigned  low  ID  numbers. 

The  communication  range  of  HF  groundwaves  varies  considerably  as  frequency  is  varied 
over  the  HF  band.  The  linked  cluster  architecture  takes  advantage  of  this  variation  in  the  HF 
band  by  partitioning  the  HF  band  into  several  subbands,  each  with  a  bandwidth  of  a  few  MHz 
over  which  the  communication  range  for  groundwaves  is  approximately  constant.  The  LCA  is 
then  run  separately  for  each  subband,  resulting  in  a  set  of  overlaid  connectivity  maps,  which 
give  rise  to  a  set  of  simultaneously  operating  networks.  At  most,  one  of  these  networks  will 
reorganize  itself  at  any  time,  while  the  remaining  networks  maintain  communication  using 
their  most  recently  derived  network  structure. 

In  addition,  two  more  observations  should  be  made. 
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(1)  There  need  not  be  any  assumptions  made  concerning  the  communication  range,  e.g., 
it  need  not  be  uniform  or  symmetric.  The  algorithm  discovers  within  each  subband 
the  nodes  which  can  be  heard  by  a  given  node. 

(2)  The  algorithm  is  inherently  robust.  For  example,  if  a  probing  message  is  not  received 
because  of  a  deep  fade  or  a  local  jammer,  that  link  is  not  included  in  the  backbone 
network.  The  loss  of  a  potential  connectivity  during  the  network  reorganization  does 
not  hinder  the  network,  and  later  use  of  that  link  is  possible,  although  not  for  backbone 
network  communication. 


3.  Media  Access 


This  section  focuses  on  issues  that  reside  within  layer  2  of  the  OSI  model.  In  traditional 
wireline  networks,  this  layer  is  also  called  the  data  link  control  (DLC)  layer.  However,  since 
packet  radio  networks  possess  characteristics  that  are  fundamentally  different  from  wire- 
based  networks,  there  is  a  need  for  an  additional  sublayer  (within  layer  2)  called  media 
access  control  (MAC).  Our  concern  here  shall  be  on  those  problems  that  arise  in  the  MAC 
sublayer. 

This  section  is  divided  into  two  main  parts.  In  the  first  section,  we  comment  on  the 
important  differences  between  packet  radio  and  wire-based  communications.  This  is  followed 
by  a  discussion  of  various  techniques  used  for  data  transmission  over  packet  radio  channels. 
The  second  part  of  this  section  is  concerned  with  the  modeling  and  performance  evaluation 
of  packet  radio  networks. 


3.1  Data  Transmission 

Packet  radio  communications  are  fundamentally  different  than  traditional  point-to-point, 
wire-based  networks.  The  following  are  three  important  differences: 
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(1)  While  in  a  point-to-point  network,  each  link  constitutes  a  separate  communication 
resource;  in  a  packet  radio  network,  there  is  a  common  radio  channel  over  which 
terminals  attempt  data  transmission.  Consequently,  efficient  use  of  the  available  RF 
bandwidth  becomes  an  important  design  issue. 

(2)  Due  to  the  nature  of  wave  propagation  in  mobile  radio  channels,  the  quality  of  indi¬ 
vidual  links  can  vary  widely.  Contributing  factors  to  link  quality  include  the  length  of 
the  link,  changes  in  terrain,  antenna  type  and  orientation,  and  multipath  fading.  As  a 
result,  the  connectivity  between  nodes  is  not  a  deterministic  function,  as  in  point-to- 
point,  wire-based  networks. 

(3)  The  radio  channel  is  a  multiaccess  broadcast  resource;  within  a  certain  locality,  termi¬ 
nals  must  share  a  common  channel.  Hence,  all  transmissions  can  be  heard  by  multiple 
terminals.  The  success  of  a  transmission  initiated  by  a  node  depends  not  only  on  the 
quality  of  the  link  between  the  node  and  its  intended  receiver  but  also  on  the  trans¬ 
mission  activity  of  neighboring  nodes  and  the  state  (transmit  or  receive  mode)  of  the 
intended  destination  node. 


The  previously  listed  characteristics  of  a  packet  radio  channel  mandate  the  need  for  using 
efficient  methods  for  medium  access.  Two  approaches  can  be  used:  (1)  for  networks  with 
established  connectivities  (e.g.,  through  the  use  of  the  LCA  algorithm),  a  link  scheduling 
algorithm  can  be  used  for  activation  of  links,  and  (2)  for  other  networks,  a  channel  access 
protocol  can  be  used,  which  dictates  when  individual  nodes  may  access  the  channel. 

Apart  from  the  use  of  a  link  scheduling  algorithm  and/or  a  channel  access  protocol,  ter¬ 
minals  must  employ  one  of  two  standard  channel  signaling  approaches:  narrow-hand  or 
spread-spectrum.  Notably,  these  two  methods  result  in  different  capture  effects  and  condi¬ 
tions  for  successful  reception  of  a  transmitted  packet  at  a  receiver.  Capture  refers  to  the 
ability  of  a  receiving  terminal  to  lock  on  to  and  successfully  decode  a  single  packet  correctly 
when  many  (time-overlapping)  packet  transmissions  are  addressed  to  it. 
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In  the  remainder  of  this  section,  we  first  describe  the  two  channel  signaling  approaches 
and  corresponding  capture  effects.  We  then  discuss  various  channel  access  protocols  and  link 
scheduling  algorithms. 


3.1.1  Channel  Signaling  and  Capture 


As  mentioned  earlier,  there  are  two  types  of  channel  signaling  methods:  narrow-band  and 
spread-spectrum.  In  narrow-band  signaling,  data  bits  are  modulated  directly  onto  the  carrier; 
thus,  overlap  at  a  receiver  of  two  packets  with  about  the  same  signal  power  will  typically 
result  in  destruction  of  both  packets.  However,  if  the  signals  are  of  different  power,  then  the 
stronger  packet  may  be  received  correctly  while  the  weaker  packet  is  lost.  This  is  referred 
to  as  power  capture^  and  sometimes  depends  on  timing  (e.g.,  a  weak  signal  could  tie  up  the 
synchronization  circuit  of  the  receiver).  If  all  links  in  the  network  are  of  the  same  quality, 
then  the  possibility  of  power  capture  is  removed.  The  network  is  then  said  to  operate  in 
zero-capture  mode.,  where  the  overlap  of  two  or  more  packets  at  a  receiver  results  in  the  loss 
of  all  packets. 

Spread-spectrum  refers  to  signaling  schemes  in  which  the  frequency  spectrum  of  the  in¬ 
formation  signal  is  spread  out  over  a  much  larger  bandwidth  prior  to  transmission,  and 
the  received  signal  is  de-spread  to  recover  the  information.  Thus,  spread-spectrum  signal¬ 
ing  uses  a  much  wider  bandwidth  than  narrow-band  schemes  for  the  same  data  rate  [8]. 
Extensive  treatment  of  spread  spectrum  signaling  can  be  found  in  Dixon;  Holmes;  Simon 
et  al.;  and  Special  Issue  on  Spread  Spectrum  [9,  10,  11,  12].  The  key  motivation  behind 
spread-spectrum  signaling  is  to  reduce  the  harmful  effect  of  interference  signals  on  system 
performance.  The  two  most  commonly  used  forms  of  spread-spectrum  are  direct  sequence 
pseudo-noise  (PN)  modulation,  and  frequency  hopping  (FH).  Direct  sequence  is  a  system  in 
which  the  carrier  undergoes  rapid  phase  changes  that  are  governed  by  a  spreading  code.  The 
spreading  code  usually  has  a  bandwidth  which  is  much  greater  than  necessary  to  transmit 
the  data.  In  FH  spread  spectrum,  the  FH  carrier  'Tops”  over  a  wide  frequency  band  deter- 
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mined  by  the  spreading  code.  In  FH  systems,  the  spreading  code  is  also  referred  to  as  the 
frequency-hopping  pattern. 


Spread-spectrum  signaling  offers  resistance  to  hostile  interference,  such  as  jamming.  Other 


advantages  include: 


(1)  Anti-multipath:  This  capability  refers  to  the  ability  to  communicate  reliably  over  a 
link  which  has  multiple  transmission  paths.  On  some  radio  channels,  a  signal  may 
destructively  interfere  with  delayed  versions  of  itself  arriving  by  alternate  paths  (e.g., 
due  to  atmospheric  reflection).  This  phenomenon,  known  as  multipath,  can  cause  severe 
fading  in  the  intensity  of  the  received  signal.  The  effect  of  multipath  interference  can 
be  reduced  by  spread-spectrum  signaling. 

(2)  Low  probability  of  intercept:  The  power  per  unit  bandwidth  (energy  density)  of  the 
transmitted  signal  is  reduced  by  spreading  the  signal  power  over  a  large  bandwidth. 
This  spreading  of  the  signal  makes  it  difiicult  for  an  unauthorized  user  to  intercept  (or 
detect)  the  presence  of  the  signal.  Thus,  spread-spectrum  signaling  is  often  used  in 
the  design  of  low  probability  of  intercept  (LPI)  or  low  probability  of  detection  (LPD) 
communication  systems  [13]. 

(3)  Ranging:  Spread-spectrum  signals  can  be  used  for  accurate  determination  of  position 
location.  The  distance  to  a  target  is  proportional  to  the  time  taken  by  the  signal  for  a 
round-trip  to  the  target.  The  large  bandwidth  of  spread-spectrum  signals  allows  accu¬ 
rate  measurement  of  distance,  since  the  error  in  measurement  is  inversely  proportional 
to  the  bandwidth  of  the  transmitted  signal. 

(4)  Multiple-access:  Spread-spectrum  signaling  can  be  used  to  share  the  same  frequency 
spectrum  among  many  users.  Each  user  is  provided  with  a  unique  spreading  code 
for  determining  the  spreading  of  the  information  signal.  Consequently,  users  gain  a 
measure  of  privacy  from  other  users  as  well  as  from  interference  due  to  the  transmissions 
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of  other  users.  This  multiple-access  technique  is  referred  to  as  code- division  multiple- 
access  (CDMA). 

(5)  Time  capture:  Time  capture  refers  to  the  ability  of  an  idle  receiver  to  successfully 
receive  a  packet  with  a  given  spreading  code,  despite  the  presence  of  other  time¬ 
overlapping  transmissions  with  the  same  or  other  codes. 


The  choice  of  the  spread-spectrum  code  for  a  particular  transmission  has  a  strong  affect 
on  the  probability  of  success  of  that  transmission.  For  many  spread-spectrum  systems,  it 
is  possible  to  change  the  spread-spectrum  code  from  one  transmission  to  another.  Spread- 
spectrum  transmission  protocols  are  the  rules  that  determine  the  selection  of  the  spreading 
code  to  be  used  in  a  packet  transmission.  This  selection  can  be  dictated  by  the  identity 
of  the  intended  receiver  or  receivers,  the  identity  of  the  transmitter,  the  time  of  day,  the 
starting  time  for  the  transmission,  the  priority  assigned  to  the  message,  etc. 

In  a  practical  network,  transmission  of  packets  is  asynchronous,  and  hence  each  packet 
transmission  must  be  preceded  by  the  transmission  of  a  preamble  that  the  receivers  use  to 
acquire  bit  synchronization.  The  preamble  typically  contains  the  intended  destination,  the 
identity  of  the  source  node,  and  a  known  synchronization  code  with  strong  autocorrelation 
properties  that  are  used  throughout  the  network.  (Correlation  is  a  matching  process;  auto¬ 
correlation  is  the  matching  of  a  signal  with  a  delayed  version  of  itself.  The  autocorrelation 
function  provides  a  measure  of  how  closely  a  signal  matches  a  copy  of  itself  as  the  copy  is 
shifted  in  time  [13].) 

The  synchronization  code  is  typically  chosen  to  be  orthogonal  to  the  spreading  codes.  To 
receive  a  packet  successfully,  an  idle  receiver  must  first  successfully  detect  the  preamble. 
This  process  is  complicated  by  the  presence  of  other  preambles  due  to  overlapping  packets 
from  other  users. 

A  packet  radio  network  employing  a  receiver- oriented  spread-spectrum  transmission  pro- 


15 


tocol  can  reduce  the  errors  due  to  overlapping  preambles.  In  this  protocol,  each  receiver  is 
assigned  a  distinct  synchronization  code,  and  transmitters  must  use  the  code  assigned  to  the 
receiver  with  which  they  wish  to  communicate  in  their  preambles.  Consequently,  a  receiver 
will  detect  only  the  preambles  of  those  packets  intended  for  it.  All  other  transmissions  will 
appear  as  background  noise.  The  performance  of  this  protocol  depends  on  the  timing  mech¬ 
anism  for  generating  the  spreading  code,  the  time  offsets  between  different  packets  that  are 
transmitted  to  the  same  receiver,  and  the  energy  level  of  the  background  noise  due  to  other 
transmissions  in  the  network.  Having  successfully  detected  the  preamble  of  an  incoming 
packet,  a  receiver  is  then  synchronized  with  the  transmitter  and  may  demodulate  the  data 
portion  of  the  acquired  packet. 

Once  a  packet  is  acquired  by  a  receiver,  it  is  important  that  future  overlapping  packets  do 
not  interfere  with  the  rest  of  the  transmission.  The  conditions  for  a  success  are  dependent 
not  only  on  the  PN  spreading  code  used,  but  also  on  the  set  of  active  links  and  their  signal 
strengths.  There  are  several  cases  that  are  of  particular  importance.  Consider  the  scheme 
in  which  a  fixed  PN  spread-spectrum  code  is  used  which  is  identical  for  each  bit  transmitted 
throughout  the  network.  An  overlapping  packet  would  then  only  interfere  with  an  acquired 
packet  when  its  autocorrelation  peaks  coincide  with  those  of  the  earlier  packet.  Hence,  there 
is  a  vulnerable  period  of  a  few  chip  durations  for  each  bit  during  which  the  arrival  of  a  new 
packet  would  cause  total  loss.  (The  basic  time  unit  of  the  spread-spectrum  code  is  referred  to 
as  a  chip  for  both  frequency-hopping  and  direct-sequence  spread  spectrum.)  However,  since 
the  vulnerable  period  for  a  packet  is  small  compared  to  its  entire  transmission  time,  the 
capture  effect  becomes  important.  This  case  is  referred  to  as  the  space-and-bit-homogeneous 
code  assignment. 

The  assignment  of  distinct  orthogonal  spreading  codes  to  different  receivers  reduces  the 
effect  of  overlapping  packets.  This  mode  also  reduces  the  amount  of  traffic  that  interferes  with 
a  packet  transmitted  to  a  receiver,  since  only  the  traffic  which  is  destined  for  that  particular 
receiver  is  relevant.  This  scheme  is  referred  to  as  the  receiver-directed  bit-homogeneous  code 
assignment. 
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By  using  a  spreading  code  that  varies  on  a  bit-by-bit  basis  and  equipping  the  receiver  with 
a  programmable  matched  filter  which  follows  the  code  as  it  varies,  it  is  feasible  to  eliminate 
interference  from  overlapping  packets.  An  overlapping  packet  will  not  interfere  with  an  ac¬ 
quired  packet,  if  the  code  does  not  repeat  during  the  transmission  of  the  longest  packet. 
This  is  manifest  in  the  fact  that  the  overlapping  packet  would  not  produce  any  autocorrela¬ 
tion  peak  during  the  entire  reception  of  the  earlier  packet.  If  all  codes  are  orthogonal  and 
background  noise  is  negligible,  this  coding  scheme  achieves  perfect  capture  and  correct  re¬ 
ception  is  guaranteed  once  the  packet  is  acquired.  (However,  in  practice,  true  orthogonality 
is  typically  not  possible.)  This  case  is  referred  to  as  the  bit-by-bit  code  changing  scheme  or 
bit-nonhomogeneous  code  assignment. 

Near  perfect  capture  can  also  be  achieved  by  assigning  distinct  “orthogonal”  codes  to 
nodes.  In  this  mode  of  operation,  the  preamble  contains  information  on  the  spreading  code 
used,  allowing  the  receiver  to  program  its  matched  filter  accordingly.  As  long  as  transmitters 
are  assigned  orthogonal  codes,  perfect  capture  does  not  require  bit-by-bit  code  changing. 
This  mode  of  operation  is  referred  to  as  the  transmitter-directed  code  assignment. 

Usually,  some  form  of  error-correction  encoding  is  performed  on  the  information  to  be 
transmitted  prior  to  spread-spectrum  coding,  since  true  orthogonality  of  codes  is  not  always 
guaranteed  on  a  bit-wise  basis  and  the  background  noise  is  not  always  negligible.  Then,  with 
the  use  of  a  decoder,  the  correction  of  bit  or  symbol  errors  can  be  done  at  the  receiving  end. 


3.1.2  Channel  Access  Protocols 

The  conditions  under  which  a  node  may  access  the  channel  are  determined  by  a  chan¬ 
nel  access  protocol.  In  some  protocols,  these  conditions  are  determined  by  various  factors, 
including  the  state  of  the  node  wishing  to  transmit  and  the  states  of  other  nodes  in  the 
network.  However,  in  other  protocols,  the  rules  governing  the  channel  access  policy  reflect 
only  local  information  acquired  at  the  node,  such  as  the  states  of  neighboring  nodes.  Conse- 
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quently,  these  channel  access  protocols  rely  on  the  ability  of  a  node  to  dynamically  acquire 
local  knowledge.  In  either  case,  the  role  of  a  channel  access  protocol  is  to  efficiently  control 
the  use  of  the  common  radio  channel.  As  described  later,  in  a  network,  the  channel  signaling 
method,  code-assignment  scheme,  and  capture  properties  influence  the  choice  of  a  channel 
access  protocol. 

For  description  purposes,  we  shall  consider  a  packet  radio  network  to  be  composed  of  N 
nodes  spread  out  over  some  geographical  area.  The  connectivity  of  the  network  is  a  known 
Boolean  function  specified  by  an  NxN  hearing  matrix  H  =  [hij],  where  hij  =  1  if  j  can  hear 
i,  and  0  otherwise.  Consequently,  each  nonzero  entry  hij  in  the  hearing  matrix  corresponds 
to  a  bidirected  radio  link  in  the  network  between  node  i  and  node  j.  A  link  is  denoted 
})y  where  node  i  is  referred  to  as  the  source  and  node  j  is  called  the  dcstiucLtioTi. 

A  link  is  considered  to  be  active  whenever  a  transmission  is  taking  place  over  that  link. 
Similarly,  a  network  can  also  be  represented  graphically  by  a  directed  graph  where  the  nodes 
in  the  network  are  represented  by  the  vertices  and  one-way  connectivities  are  represented  by 
directed  edges. 

Following  the  notation  in  Tobagi  [14],  we  will  assume  that  all  edges  in  the  graph  repre¬ 
sentation  of  a  packet  radio  network  are  bidirectional,  and  hence,  that  the  hearing  matrix  H 
is  symmetric.  For  any  node  i,  let  r(z)  denote  the  set  of  all  nodes  connected  to  it  (including 
node  i).  Let  r*(0  =  T{i)  -  {i}.  The  elements  of  r*(0  are  called  the  neighbors  of  i.  For 
a  collection  of  nodes  A,  let  r(A)  =  [JieA^{i)  and  T\A)  =  r(r(A)).  Given  transmission 
link  T<iJ>,  a  node  k  is  said  to  be  hidden  with  respect  to  the  transmitting  node  i  if  k 
is  not  a  neighbor  of  the  source  node  i  but  is  a  neighbor  of  the  destination  node  j,  i.e.,  if 

k  e  v{j)  -  r(0. 

For  the  protocols  described  herein,  it  is  assumed  that  nodes  attempt  packet  transmissions 
at  random  points  of  time  defined  by  some  point  process.  If  a  transmitted  packet  is  not 
received  correctly,  or  if  a  packet  scheduled  for  transmission  is  inhibited  by  the  operation  of 
the  protocol,  then  that  packet  is  again  considered  for  transmission  at  some  future  point  in 
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time,  determined  by  the  scheduling  point  process. 


There  are  several  channel  access  protocols  of  particular  interest. 


(1)  Pure  ALOHA 

In  this  protocol,  when  a  node  generates  a  packet,  it  transmits  the  packet  immediately, 
unless  it  is  already  transmitting  another  packet.  Pure  ALOHA  was  first  introduced  by 
Abramson  for  the  single-hop  narrow-band  ALOHA  system,  which  uses  separate  channels  for 
outbound  and  inbound  traffic  [15].  In  Pure  ALOHA,  transmission  has  priority  over  reception. 
In  narrow  band  systems  or  spread-spectrum  systems  in  which  the  code  assignments  used 
allow  an  idle  receiver  to  acquire  any  incoming  packet,  aborting  the  reception  of  a  packet 
may  be  beneficial  since  the  packet  may  be  destined  for  another  node. 


(2)  Disciplined  ALOHA 

In  this  protocol,  a  node  transmits  a  generated  packet  immediately,  unless  it  is  busy  trans¬ 
mitting  or  receiving  another  packet  [14].  Consequently,  this  protocol  is  ideal  for  spread- 
spectrum  systems  in  which  receivers  only  acquire  packets  destined  for  them.  For  other 
networks,  this  scheme  might  lead  to  improved  performance  by  some  limited  form  of  activ¬ 
ity  sensing.  If  a  node  acquires  a  packet  not  destined  for  it,  it  is  highly  likely  that  there 
is  a  neighboring  node  for  which  the  packet  is  destined,  and  it  may  be  advisable  to  inhibit 
transmission  so  as  to  increase  the  probability  of  correct  reception  of  the  earlier  packet. 


(3)  Slotted  ALOHA 

In  this  protocol,  the  time  axis  is  divided  into  equally  sized  slots  [16,  17,  18,  19,  20].  A 
node  with  a  packet  scheduled  for  transmission  in  a  particular  slot  initiates  transmission  at 
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the  beginning  of  the  slot.  It  is  assumed  that  the  entire  packet  transmission  fits  within  the 
slot.  Consequently,  since  the  slot  size  is  fixed,  slotted  ALOHA  is  best  suited  for  fixed-size 
packets.  In  narrow  band  systems,  the  arrival  of  two  or  more  packets  in  the  same  slot  at 
a  receiver  results  in  the  loss  of  all  packets.  Spread-spectrum  systems  with  certain  code¬ 
assignments  encounter  the  same  total  loss  effect,  e.g.,  when  all  preambles  use  the  same 
code,  since  then  slot  synchronization  would  always  cause  overlap  among  preambles  in  a 
given  slot.  Receiver-directed  preamble  code  assignments  would  offer  some  improvement,  but 
transmissions  destined  for  the  same  receiver  would  still  interfere  with  each  other.  Considering 
a  slot  size  slightly  larger  than  the  packet  transmissions  time,  and  then  randomizing  the 
initiation  of  transmissions  within  a  slot  so  as  to  achieve  some  degree  of  time-capture,  offers 
still  further  improvement  [21].  Under  this  modification,  it  is  conceivable  that  the  first  packet 
to  arrive  at  a  receiver  in  a  given  slot  will  be  acquired  if  later  packets  were  delayed  by 
sufldciently  long  periods  of  time. 

(4)  Carrier  Sense  Multiple  Access  (CSMA) 

In  this  protocol,  a  node  must  be  able  to  sense  the  presence  of  transmissions  by  its  neighbors 
[22,  23].  In  narrow  band  systems,  this  is  simply  accomplished  by  sensing  carrier.  If  a  node 
is  not  already  transmitting  and  if  no  ongoing  transmissions  are  sensed,  then  a  scheduled 
packet  will  be  transmitted  by  that  node.  In  narrow  band  systems,  in  spite  of  carrier  sensing, 
two  factors  remain  that  contribute  to  collisions.  The  first  is  the  nonzero  propagation  delay 
between  neighbors;  given  a  transmission  on  link  T<i,j>,  all  nodes  in  the  set  r*(i)  are  not 
inhibited  from  transmission  until  the  transmission  from  node  i  has  been  sensed  by  them  all. 
Hence,  the  propagation  time  from  node  i  to  its  neighbors  constitutes  a  vulnerable  period  for 
T<iJ>  as  far  as  transmissions  from  are  concerned.  The  second  factor  is  hidden 

nodes]  given  that  a  transmission  T<i,j>  has  been  initiated,  nodes  in  T{j)  -  r(i)  cannot  sense 
the  presence  of  r<ij>  and  are  thus  never  inhibited  by  that  transmission.  Consequently, 
the  entire  packet  transmission  time  constitutes  a  vulnerable  period  for  T<i,j>,  as  far  as 
transmissions  for  hidden  nodes  are  concerned.  In  spread-spectrum  systems,  the  capability 
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of  sensing  the  activity  of  neighboring  transmitters  depends  on  the  mode  of  operation  of  the 
network  [24].  For  example,  in  systems  employing  space-and-bit-homogeneous  codes,  carrier 
sensing  is  done  by  simply  observing  the  output  of  the  matched  filters  corresponding  to  the 
desired  waveform,  while  in  systems  using  transmitter-directed  bit-homogeneous  or  receiver- 
directed  bit-homogeneous  codes,  activity  sensing  requires  additional  hardware.  Since  spread- 
spectrum  already  exhibits  strong  capture  properties,  it  is  not  clear  whether  using  CSMA  in 
spread-spectrum  systems  improves  overall  network  performance.  Blocking  transmissions  may 
actually  decrease  network  throughput  in  this  case. 

(5)  Busy  Tone  Multiple  Access  (BTMA) 

A  busy  tone  on  a  separate  channel,  which  is  emitted  by  a  node  to  indicate  that  it  is 
currently  busy  receiving  a  packet,  can  alleviate  the  problem  of  collisions  caused  by  hidden 
nodes  [25,  7,  26].  The  busy  tone  signal  inhibits  the  receiver’s  neighbors  from  transmitting 
and  thereby  interfering  with  it.  We  will  first  consider  its  use  in  narrow  band  systems.  In 
Conservative  BTMA  (C-BTMA),  a  node  emits  a  busy  tone  whenever  it  senses  carrier  due 
to  the  presence  of  a  transmission.  Consequently,  a  node  may  transmit  only  if  no  busy  tone 
is  sensed.  Given  that  a  transmission  T<i,j>  has  been  undertaken,  a  one-hop  propagation 
delay  constitutes  a  vulnerable  period  as  far  as  transmissions  from  nodes  in  r*(i)nr(i)  are 
concerned,  and  a  two-hop  propagation  delay  as  far  as  transmissions  from  nodes  in  T{j)  — 
r(z)  are  concerned.  In  essence,  all  nodes  within  a  two-hop  radius  around  the  transmitter 
are  inhibited  for  a  short  time  following  the  start  of  a  transmission.  In  Destination-based 
BTMA  (D-BTMA ),  only  the  destinations  of  active  links  transmit  the  busy  tone.  In  Idealistic 
destination-based  BTMA  (ID-BTMA),  the  destination  of  every  active  link  emits  the  busy 
tone,  even  if  that  node  could  not  receive  the  packet  destined  for  it.  In  Receiving  destination 
BTMA  (RD-BTMA),  the  destination  node  emits  a  busy  tone  only  if  it  is  able  to  acquire 
the  packet.  Given  that  a  transmission  T<i,j>  has  been  undertaken,  the  vulnerable  period 
is  equal  to  a  two-hop  propagation  delay;  after  the  vulnerable  period,  all  nodes  in  the  set 
r*(j)  are  inhibited  from  transmitting.  RD-BTMA  is  somewhat  idealistic,  since  a  node 
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does  not  know  immediately  if  a  transmission  is  intended  for  it;  rather,  this  information 
is  available  only  after  the  packet  header  has  been  processed.  In  Hybrid  destination-based 
BTMA  (HD-BTMA),  a  node  first  operates  in  C-BTMA  until  the  header  is  processed,  and 
then  it  operates  in  RD-BTMA.  For  spread-spectrum  systems,  receiving-destination  BTMA 
is  the  most  practical  from  an  implementation  standpoint.  It  is  also  referred  to  as  Locked- 
onto  Destination  BTMA  (LD-BTMA)  [27]:  a  busy  tone  is  emitted  by  the  destination  node 
whenever  the  link  is  active  and  the  destination  node  is  locked  onto  the  packet.  In  this  scheme, 
receiver-directed  code  assignment  is  assumed.  Note  that  BTMA  might  have  limitations  for 
military  purposes;  a  node  emitting  a  busy  tone  signal  would  reveal  its  location  to  the  enemy. 

We  remark  that  there  exist  a  class  of  channel  access  protocols  called  splitting  algorithms, 
wherein  the  main  idea  is  to  probabilistically  split  the  terminals  involved  in  a  collision  into 
transmitting  and  nontransmitting  users  with  the  process  repeated  in  subsequent  time  units 
until  all  the  terminals  (involved  in  the  collision)  successfully  transmit  their  packets.  The 
tree  algorithms  developed  by  Capetenakis  [28,  29],  Hayes  [30],  and  Tsybakov  and  Mikhailov 
[31]  were  the  first  of  these  algorithms.  These  algorithms  were  shown  to  achieve  a  much 
higher  maximum  throughput  than  ALOHA-type  protocols,  and,  besides,  were  found  to  not 
suffer  from  the  instability  problem  that  plagues  ALOHA-type  protocols  (see  section  3.2.2). 
For  excellent  summaries  of  this  research,  along  with  further  references,  consult  Gallager  and 
Tsybakov  [32,  33]. 

In  a  multihop  packet  radio  network,  the  performance  of  channel  access  protocols  is  difficult 
to  predict.  The  performance  depends  on  the  topology  of  the  network  and  the  resulting  im¬ 
posed  traffic  requirements.  In  narrowband  systems  with  a  fully-connected  network,  CSMA 
significantly  outperforms  ALOHA  [23];  however,  in  a  multihop  network,  the  presence  of  hid¬ 
den  nodes  can  greatly  degrade  the  performance  of  CSMA,  and  thus  CSMA  may  be  only 
slightly  better  than  ALOHA.  BTMA  poses  a  slightly  more  complicated  situation.  A  suc¬ 
cessful  transmission  in  D-BTMA  may  have  been  inhibited  in  conservative  BTMA.  However, 
in  D-BTMA,  an  unsuccessful  transmission  may  occur,  which  blocks  other  potentially  suc¬ 
cessful  transmissions,  while  in  C-BTMA,  the  former  transmission  would  be  inhibited  by  the 
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protocol,  thus  allowing  the  later,  potentially  successful  transmissions  to  take  place. 


3.1.3  Link  Scheduling 

For  networks  in  which  the  connectivity  is  established  (e.g.,  using  the  LCA),  it  is  necessary 
to  determine  a  schedule  for  activating  or  enabling  the  links  corresponding  to  these  connec¬ 
tions.  A  transmission  schedule  determines  which  set  of  links  are  allowed  to  transmit  during 
each  time  interval.  Again,  it  is  desirable  to  realize  this  scheduling  by  a  distributed  algorithm. 
Moreover,  it  is  desirable  to  have  efficient  schedules  that  do  not  have  too  many  idle  time  slots 
during  which  no  links  are  enabled.  These  schedules  should  also  not  only  reflect  fairness, 
but  also  be  matched  to  the  traffic  flow  patterns.  An  effective  schedule  prevents  interference 
among  transmissions  from  neighboring  links. 


An  algorithm  for  link  activation  was  developed  by  Baker,  Ephremides,  and  Flynn,  and 
was  based  explicitly  on  the  use  of  the  two  TDM  A  transmission  frames  of  the  LCA  [6], 
described  earlier  in  section  2.  The  Link  Activation  Algorithm  (LAA)  consists  of  two  phases: 
the  allocation  of  slots  and  the  resolution  of  scheduling  conflicts.  A  detailed  description  is 
provided  in  Baker,  Ephremides,  and  Flynn  [6].  After  the  LAA  was  introduced,  two  events 
of  interest  happened.  First,  Hajek  examined  a  general  approach  to  the  problem  where  the 
traffic  matrix  was  taken  into  account  and  slots  were  allocated  to  minimize  the  number  of 
secondary  conflicts  [34].  Second,  it  was  observed  by  Hajek  [34]  and  by  Post,  Sarachik,  and 
Kershenbaum  [35]  that  the  problem  of  link  activation  scheduling  has  a  strong  resemblance 
to  graph-theoretical  problems,  such  as  graph  coloring. 


(1)  Biased-Greedy  Algorithm 

Post,  Sarachik,  and  Kershenbaum  [35]  developed  a  heuristic,  called  the  “Biased-Greedy” 
algorithm,  to  solve  the  link  activation  problem  in  a  centralized  fashion  while  using  concepts 
from  graph  theory.  The  algorithm  provides  efficient  communication  by  giving  priority  to 
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links  with  heavy  traffic  requirements.  The  essential  idea  of  this  algorithm  is  to  activate  as 
many  non  conflicting  links  as  possible  in  each  time  slot,  thus  maximizing  channel  utilization. 
(It  is  noteworthy  that,  in  the  context  of  tactical  battlefield  communications,  maximizing 
the  channel  utilization  may  not  be  a  feasible  proposition,  because  of  the  danger  of  location 
identification  of  the  mobile  terminals.)  The  problem  is  equivalent  to  the  graph  theory  prob¬ 
lem  of  computing  a  maximal  matching  on  the  graph  representing  the  network.  Computing 
a  matching  on  a  graph  consists  of  finding  a  set  of  edges  of  the  graph  such  that  no  two  edges 
are  incident  on  the  same  node.  A  maximal  matching  is  a  matching  where  no  edges  can  be 
added  without  violating  the  definition  of  a  matching. 

In  the  Biased-Greedy  algorithm,  for  each  time  slot,  a  maximal  matching  is  created  by 
selecting  the  next  unblocked  link  with  the  greatest  remaining  traffic.  This  selection  process 
continues  until  there  are  no  unblocked  links  remaining.  The  “greedy”  aspect  of  the  algorithm 
is  evident  in  the  selection  of  the  “fattest”  link,  i.e.,  the  link  with  the  greatest  amount  of  traffic. 
A  bias  is  added  to  the  traffic  on  each  link  in  the  network;  the  bias  is  equal  to  the  traffic 
on  the  “fattest”  link.  The  bias  is  subtracted  from  a  link  after  it  has  been  activated  for  the 
first  time.  Consequently,  it  is  ensured  that  each  link  will  be  active  at  least  once  early  in  the 
schedule.  Further  details  on  the  “Biased-Greedy”  algorithm  can  be  found  in  Post,  Sarachik, 
and  Kershenbaum  [35].  In  another  paper,  the  same  authors  proposed  a  distributed  version 
of  the  “Biased-Greedy”  algorithm,  called  the  Distributed  Evolutionary  Algorithm  [36]. 


(2)  Link  Scheduling  Using  Cliques 


Another  approach,  using  the  graph  notion  of  cliques,  has  been  taken  by  Silvester  [37].  (A 
clique  in  an  undirected  graph  G  =  (V,  E)  is  a  subset  V  <ZV  oi  vertices,  where  each  pair  of 
vertices  is  connected  by  an  edge  in  J5.)  The  basic  idea  of  this  algorithm  was  to  first  color  the 
largest  clique  of  traffic  and  then  fill  in  the  colors  (slot  schedules)  for  all  remaining  links.  This 
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algorithm  takes  traffic  requirements  into  account  while  providing  conflict-free  schedules. 


(3)  Transmission  Scheduling  Algorithm 

For  the  ITF  Network  [1],  it  is  not  only  important  to  form  the  schedules  quickly  with  little 
communication  overhead,  but  it  is  also  important  that  any  link  and  node  failures  during  the 
execution  of  the  scheduling  algorithm  do  not  leave  any  nodes  unable  to  communicate.  The 
Transmission  Scheduling  Algorithm  (TSA)  was  also  developed  by  Ephremides,  Baker,  and 
Wieselthier  to  provide  scheduling  of  nodes  for  the  ITF  network  [38].  TSA  makes  explicit 
use  of  the  spread-spectrum  signaling  in  the  network;  it  is  also  distributed  and  addresses 
additional  network  requirements.  It  results  in  conflict-free  transmission  schedules  that  are 
produced  quickly  and  with  little  communication  overhead. 

The  TSA  also  uses  the  TDMA  transmission  frames  similar  to  those  used  in  the  LCA. 
However,  it  alleviates  some  of  the  shortcomings  of  strictly  scheduled,  fixed  TDMA  protocols 
by  creating  flexible  schedules.  TSA  allows  for  incorporating  new  nodes  into  the  system  as 
needed,  adapts  to  varying  traffic  needs,  and  uses  the  cluster  structure  in  LCA  to  improve  on 
efficiency  of  channel  utilization. 

The  TSA  maintains  two  sets  of  parallel  schedules,  one  network-wide  fixed  TDMA  schedule 
and  a  set  of  separate  transmission  schedules,  one  for  each  cluster.  The  network-wide  fixed 
schedule  is  like  the  one  used  for  the  two  frames  of  transmission  needed  by  the  LCA.  Each 
clusterhead  schedules  exactly  one  node  at  any  given  time  slot  in  its  own  schedule.  However, 
if  desirable,  the  clusterhead  may  schedule  several  nodes  during  each  time  slot.  In  general, 
since  there  are  fewer  clusters  than  there  are  nodes,  and  since  clusters  tend  to  be  spread 
out,  the  number  of  secondary  conflicts  will  usually  be  small,  i.e.,  other-user  interference  that 
results  from  signals  that  use  codes  that  are  quasi-orthogonal  to  that  of  the  desired  signal. 
The  fixed  network-wide  schedule  is  used  to  ensure  that  each  node  is  aware  of  at  least  some  of 
the  communication  slots  of  every  other  node  in  the  net,  to  allow  for  the  addition  of  new  nodes 
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into  the  network,  and  to  enable  the  separate  executions  of  the  LCA  in  different  frequency 
subbands  at  the  corresponding  reorganization  periods. 

Transmitter-based  FH  codes  are  used  to  avoid  any  transmitter  scheduling  conflicts  that 
would  arise  when  a  node  is  scheduled  to  transmit  on  two  schedules  in  the  same  time  slot. 
Hence,  most  of  the  time  a  transmitter  will  use  its  own,  unique  FH  code  when  transmitting. 
However,  in  cases  when  a  new  node  is  joining  the  net,  the  node  may  have  to  transmit  using 
a  code  other  than  its  own  transmitter-based  code. 

The  TSA  shares  the  same  transmission  slots  as  the  LCA  and,  hence,  is  said  to  “piggyback” 
onto  the  LCA.  In  the  TSA,  during  its  frame  2  transmission,  each  clusterhead  announces  the 
treinsmission  schedule  for  the  nodes  of  that  cluster.  Since  the  clusterheads  may  not  be  heard 
by  all  nodes,  each  node  repeats,  in  its  frame  2  transmission,  the  schedule  announced  by  its 
own  clusterhead.  The  clusterhead  selection  rule  ensures  that  nodes  that  are  not  clusterheads 
hear  from  their  own  clusterheads  before  their  frame  2  transmission.  Consequently,  every 
node  becomes  aware  of  at  least  two  of  the  transmission  schedules  of  all  its  neighbors,  the 
network-wide  fixed  TDMA  schedule,  and  the  schedule  announced  by  its  own  clusterhead  for 
all  the  cluster  members. 

Although  the  addition  of  new  nodes  in  a  network  operating  under  a  TDMA  protocol  is 
difficult  in  a  distributed  environment,  the  TSA  offers  the  flexibility  to  address  this  issue 
simply.  (Alternately,  nodes  can  employ  a  channel  access  protocol  in  place  of  TDMA  in  order 
to  determine  link  schedules.)  The  network-wide  fixed  TDMA  schedule  is  extended  to  include 
one  or  more  contention  slots.  A  node  can  freely  transmit  in  these  slots;  however,  it  must 
use  a  separate,  common  code  known  to  all  potential  network  members.  A  node  that  wants 
to  enter  into  the  network  must  first  monitor  the  channel  to  determine  which  nodes  it  can 
hear.  At  the  first  available  opportunity,  the  new  node  may  transmit  a  network-entry  packet 
during  one  of  the  contention  slots,  using  the  special  common  code.  At  a  minimum,  this 
packet  contains  the  ID  number  of  the  new  node  in  addition  to  a  list  of  all  the  nodes  that  the 
new  node  can  hear.  Consequently,  nodes  that  receive  the  network-entry  packet,  and  that  are 
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also  on  the  list,  axe  bidirectionally  connected  to  the  new  node.  These  nodes  then  save  that 
packet  until  the  next  reorganization  period,  where  they  then  broadcast  that  information  in 
their  scheduled  slot  during  frame  1  of  the  LCA.  If  a  clusterhead  receives  this  information, 
it  includes  it  in  its  new  schedule.  Thus  the  new  node  becomes  part  of  the  network  without 
fully  participating  in  the  reorganization  period. 


(4)  Network  Evacuation 

Recently,  Tassiulas  and  Ephremides  [39]  considered  the  case  of  transmission  schedules  for 
network  evacuation,  in  which  nodes  wish  to  deliver  all  their  packets  to  a  fixed,  common 
destination.  The  authors  assume  that  each  node  has  a  single  transceiver.  Thus,  requiring 
that  two  links  sharing  a  common  node  cannot  be  activated  at  the  same  time,  ensures  conflict- 
free  transmissions.  In  such  a  scenario,  the  problems  of  route  selection  and  link  scheduling 
are  coupled.  However,  the  authors  show  that  the  joint  optimization  problem  decomposes 
into  a  pure  scheduling  problem  and  pure  optimization  problem,  both  of  which  are  studied  in 
Hajek  and  Sasaki  [40]. 

The  authors  use  the  idea  of  a  transmission  set  in  developing  transmission  schedules.  A 
transmission  set  is  a  subset  of  links  in  the  network  that  can  be  enabled  simultaneously 
without  conflicts,  i.e.,  every  two  links  that  belong  to  the  set  do  not  share  a  common  node.  A 
schedule  s  of  link  activations  is  a  sequence  of  pairs  of  a  transmission  set  and  the  corresponding 
duration  of  its  activation  time.  Formally,  this  is  given  by 

s  =  {{Ti,Ti),  (1) 

where  N  is  the  number  of  distinct  activation  epochs,  T;  is  a  transmission  set,  and  t;  is  the 
corresponding  time  epoch.  The  length  of  the  schedule  s  is  defined  as 

L(s)  =  '£Ti.  (2) 

t=l 
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Let  S  be  the  set  of  all  schedules.  Then  the  optimization  problem  can  be  stated  as 

infL(s),  (3) 

such  that  q{L{s))  =  0  when  g(0)  =  qo-  {q{t)  =  [gi(i),  •  ’  *  where  qi{t)  is  the  amount 

of  information  that  resides  at  node  i  at  time  t,  and  V  is  the  number  of  nodes  in  the  net¬ 
work.  Thus,  q{0)  is  the  initial  amount  of  information  residing  at  the  nodes.)  However,  the 
previous  dynamic  optimization  problem  is  of  high  complexity.  The  authors  thus  show  that 
the  problem  can  be  reduced  to  two  static  (finite-dimensional)  optimization  problems  of  re¬ 
duced  complexity.  Details  on  the  reduction  can  be  found  in  Tassiulas  and  Ephremides  [39]. 
The  resulting  two  optimization  problems  have  been  studied  in  Hajek  and  Sasaki  [40],  where 
algorithms  for  their  solution  are  presented. 

(5)  Topology  Transparent  Link  Scheduling 

Chlamtac  and  Farago  [41]  addressed  the  problem  of  making  transmission  schedules  immune 
to  topology  changes  in  a  multihop  packet  radio  network.  They  propose  a  topology  transparent 
solution  that  incorporates  random  access  protocols  to  scheduled  link  access.  The  protocol 
is  independent  of  the  detailed  topology  and  depends  only  on  global  network  parameters 
(number  of  nodes  and  maximum  number  of  neighbors  of  a  node).  In  deriving  their  solution, 
the  authors  use  mathematical  properties  of  finite  (Galois)  fields.  The  authors  assert  that  the 
algorithm  operates  conflict-free  under  any  rate  of  change,  provided  a  maximum  bound  on 
the  previous  network  parameters  is  observed  in  the  network.  For  details  on  the  algorithm, 
see  Chlamtac  and  Fargo  [41]. 


3.2  Modeling  and  Performance  Evaluation 

This  section  presents  results  obtained  on  the  performance  evaluation  of  packet  radio  net¬ 
works.  As  the  general  analysis  of  these  networks  is  rather  difl&cult,  the  results  surveyed  here 
are  with  simplifying  assumptions  made  on  the  network  topology,  channel  access  protocol. 


28 


channel  signaling  technique,  and  routing  technique  used. 


The  fundamental  performance  measures  of  a  network  are  throughput,  delay,  and  stability. 
The  throughput  measures  the  average  rate  of  successful  packet  transmissions  per  unit  time. 
The  delay  denotes  the  average  time  taken  for  a  packet  to  traverse  the  network  from  source 
to  destination.  Various  notions  of  network  stability  exist,  but  roughly,  a  network  is  stable 
if  it  does  not  reach  a  state  where  an  excessively  large  number  of  packets  are  backlogged 
at  the  various  nodes.  For  network  performance  evaluation,  particular  interest  lies  in  the 
determination  of  the  capacity  (or  maximum  achievable  throughput)  and  the  tradeoff  between 
throughput  and  delay.  In  the  rest  of  this  section,  we  survey  the  results  obtained  on  both  of 
these  topics.  For  each  topic,  we  treat  the  single-hop  and  the  multihop  cases  separately. 


3.2.1  Capacity  Analysis 

In  this  section,  we  consider  analytical  models  appropriate  for  the  determination  of  network 
capacity.  Let  the  network  input  traffic  requirement  be  denoted  by  the  matrix  F  =  [7^^],  where 
IjkJ  ^kis  the  average  number  of  packets  per  unit  time  offered  at  node  j  and  finally  destined 
for  node  k.  Let  7^,  =  0,Vi.  Let  7  denote  the  total  user  traffic,  i.e., 

N  N 

7  ^  EEvc,  W 

j=l  k=l 

and  define  ajk  =  'yjk/'T,  where  the  matrix  [ajk]  represents  the  traffic  pattern.  Then  keeping 
the  matrix  fixed,  the  network  capacity  is  defined  to  be  the  maximum  value  7  for  which  the 
network  is  stable. 

The  analysis  of  packet  radio  networks  is  greatly  simplified  by  assuming  that  the  routing 
algorithm  is  fixed  (all  packets  from  a  given  source  to  a  given  destination  flow  through  the 
same  set  of  nodes),  all  nodes  have  infinite  buffers,  and  no  flow  nor  link  control  protocols 
are  present.  While  these  assumptions  do  simplify  matters,  the  capacity  analysis  of  packet 
radio  networks  still  remains  complex  due  to  the  many  operational  characteristics,  i.e.,  the 
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characteristics  discussed  in  section  3.1.  We  discuss  the  special  case  of  single-hop  networks 
before  proceeding  to  multihop  packet  radio  networks.  The  models  for  the  single-hop  networks 
serve  as  precursors  to  multihop  network  models  and  thus  offer  tools  for  better  understanding 
of  the  latter  network. 


(1)  Single-hop:  Capacity  Analysis 

Analysis  of  single-hop  networks  operating  under  a  variety  of  channel  access  protocols  has 
received  much  attention  in  the  literature.  While  most  analysis  has  focused  on  narrow-band 
systems  with  zero  capture,  some  did  address  the  case  of  spread-spectrum  and  time  capture. 
Abramson  [15]  introduced  and  provided  an  analysis  of  pure  ALOHA.  Roberts  [19, 20]  followed 
with  an  introduction  of  slotted  ALOHA,  which  was  later  analyzed  by  Abramson  [16,  17],  and 
Kleinrock  and  Lam  [18,  42].  Kleinrock  and  Tobagi  subsequently  introduced  and  analyzed 
CSMA  [22,  23]  and  BTMA  [7].  Raychaudhuri  analyzed  slotted  ALOHA  with  code-division 
[43].  Davis  and  Gronemeyer  address  spread-spectrum  slotted  ALOHA  with  capture  due 
to  time  of  arrival  [21].  Musser  and  Daigle  [44]  derived  the  throughput  of  pure  ALOHA 
with  code-division.  Pursley  considered  the  throughput  of  frequency-hopped  spread-spectrum 
communications  [45].  Essentially,  research  in  this  area  has  given  rise  to  two  analytical  models: 
an  infinite  population  model  and  a  finite  population  model. 

The  environment  in  the  analysis  of  single-hop  networks  is  assumed  to  consist  of  a  popula¬ 
tion  of  nodes  communicating  with  a  single  station.  Radio  connectivity  need  not  exist  among 
the  nodes  themselves  for  the  ALOHA  protocols.  However,  for  CSMA  it  is  assumed  that  all 
nodes  are  radio  connected,  and  hence  every  terminal  can  sense  the  activity  of  every  other 
node.  This  assumption  is  then  relaxed  allowing  hidden  nodes  to  be  present. 

We  discuss  the  two  analytical  models  briefly. 


•  An  Infinite-Population  Model:  As  suggested  by  the  name,  in  this  model  the  number 
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of  users  is  assumed  to  be  very  large  (infinite).  Users  generate  packets  at  an  aggregate 
rate  of  7  packets  per  second.  Fixed-size  packets  with  transmission  time  T  seconds  are 
assumed.  If  a  time  unit  (also  called  a  slot)  is  taken  as  T  seconds,  the  packet  generation 
rate  becomes  S  —  jT  packets  per  slot.  Assuming  a  large  population,  we  see  that  the 
time  taken  to  successfully  transmit  a  packet  is  small  compared  to  the  time  it  takes  it 
to  generate  a  new  packet.  Consequently,  no  queueing  of  packets  takes  place,  and  all 
outstanding  packets  that  are  generated  but  not  yet  successfully  transmitted  belong  to 
different  nodes.  As  a  result  of  packet  collisions  and  blocking  by  the  channel  access 
protocol,  the  rate  at  which  packets  attempt  transmission  over  the  channel  is  larger 
than  5,  and  it  is  denoted  by  G.  In  this  model,  it  is  also  assumed  that  a  packet  that 
was  blocked  or  unsuccessfully  transmitted  incurs  a  mean  rescheduling  delay  X,  which 
is  very  large  compared  to  the  packet  transmission  time.  To  simplify  the  analysis,  if 
the  process  of  new  packet  generation  (due  to  all  users)  is  Poisson  with  rate  S,  then 
the  channel  traffic  process  is  traditionally  taken  as  Poisson  with  rate  G.  Considering 
a  channel  traffic  which  is  Poisson  rate  G  simplifies  the  analysis  of  network  capacity. 
The  derivation  of  the  corresponding  rate  of  successful  packets  S  leads  to  5  =  GPs, 
where  P*  is  the  probability  that  an  arbitrary  scheduled  packet  is  successful.  P*  varies 
with  the  channel  access  protocol  and  capture  properties  used.  Since  the  packet  size 
has  been  assumed  to  be  of  fixed  size,  S  also  represents  the  throughput.  In  systems 
employing  pure  ALOHA  with  zero  capture,  the  throughput  is  given  by  5  =  and 

for  slotted  ALOHA  S  =  Ge~°]  for  nonpersistent  CSMA  the  throughput  is  given  by 
S  =  (G'e”“*^)/[G(1  •+  2a)  -|-  6"“*^],  where  a  is  the  ratio  of  propagation  time  r  to  packet 
transmission  time  T.  Pessimistically,  r  is  assumed  to  be  the  same  for  all  pairs  of  users. 
Similar  expressions  for  throughput  can  be  derived  for  other  access  schemes  and  other 
capture  assumptions.  The  network  capacity  C  is  obtained  by  simply  maximizing  S 
with  respect  to  G,  e.g.,  C  =  0.18, 0.36, 0.85  for  pure  ALOHA,  slotted  ALOHA,  and 
CSMA  (a  =  .01),  respectively. 

•  A  Finite-Population  Model:  In  his  analysis  of  slotted  ALOHA,  Abramson  also  consid¬ 
ered  a  finite-population  model  [16,  17,  46].  The  model  consists  of  N  nodes  numbered 
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1, 2, N.  Node  i  {i  =  1, N)  follows  a  Bernoulli  process  with  rate  Gi  to  determine 
the  slots  during  which  to  transmit  packets.  The  rate  of  channel  traffic  due  to  node  i  is 
then  Gi,  assuming  that  at  each  such  slot  node  i  does  actually  have  a  packet  to  transmit. 
The  total  channel  traffic  is 

C?  =  EG,.  (5) 

Let  Si  denote  the  probability  that  node  i  transmits  a  packet  and  is  successful.  The 
throughput  for  node  i  is  also  represented  by  5,.  The  total  throughput  is  given  by 

5  =  (6) 

i=l 

The  assumption  that  nodes  always  have  packets  to  transmit  leads  to  the  following  set 
of  expressions. 

5,  =  Gi  n  (l-G^),  i  =  (7) 

This  set  of  equations  is  used  to  determine  the  boundary  of  the  stability  region  for 
{5,}^!  by  computing  the  Jacobian  J  =  J{Si,S2-,  -  •  •  ,Sn',Gi,G2,  -  ■  •  ,Gn),  and  then 
setting  it  equal  to  zero.  By  doing  so,  this  leads  to  the  condition  23,=!  G,  =  1.  For  a 
given  traffic  pattern  =  {Si/ SyfLi,  the  network  capacity  is  then  given  by  the 

point  on  the  surface  which  corresponds  to  its  intersection  with  the  line 

Si/oii  =  S2loi2  =  ■■■  =  Sn/oln-  (S) 

Let  {GJ^i  denote  that  intersection  point.  Then  the  network  capacity  G  is  given  by 

G  =  EG,.  (9) 

t=l 

Note  that  C  =  max{G.)K^(S')  such  that  5,  =  a,5,Vi;  G  is  achieved  by  a  unique  set  of 
transmission  rates  {G*}j^i. 

•  The  Hidden  Terminal  Problem  in  GSM  A:  As  mentioned  in  section  3.1.2,  CSMA  suffers 
performance  degradation  in  the  presence  of  hidden  terminals.  Tobagi  and  Kleinrock 
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addressed  this  problem  for  single-hop  networks  [7].  They  consider  a  model  consisting 
of  a  large  number  of  terminals  communicating  with  a  single  station,  where  packet  size 
is  fixed.  While  all  nodes  are  in  LOS  and  within  range  of  the  station,  they  are  not  with 
respect  to  each  other.  All  assumptions  introduced  for  the  infinite  population  model 
also  hold  true.  The  population  is  partitioned  into  say  N  groups  as  determined  by 
the  hearing  matrix  describing  connectivity  for  the  environment.  All  nodes  within  a 
group  hear  each  other  and  hear  the  same  subset  of  nodes  in  the  rest  of  the  population. 
Each  group  is  assumed  to  consist  of  a  large  number  of  nodes  that  collectively  form 
an  independent  Poisson  source  with  mean  rate  Si  packet  per  unit  time.  Then  given  a 
traffic  pattern 

{a.}£.  =  {5i/5}£l.  (10) 


where 

5  =  (11) 

i=l 


the  problem  is  to  find  such  that 

N 

C  =  Cj  =  max  S  (12) 

i=l 

and  Ci  =  aiC.  Letting  Gi  denote  the  rate  of  channel  traffic  offered  by  group  i,  it  can 
be  shown  that  [7] 


Si  =  C?»/i(Gi,  <^2)  •  •  •  ?  Gjv),  *  —  1,  •  •  • ,  A^- 


(13) 


These  equations  are  similar  to  those  obtained  with  the  finite-population  model  pre¬ 
viously  mentioned;  the  difference  is  the  complexity  of  the  equations,  which  requires 
numerical  procedures  for  determining  the  network  capacity. 


(2)  Multihop:  Capacity  Analysis 

Gitman  [47]  derived  the  network  capacity  for  a  two-hop  centralized  multihop  network 
consisting  of  user  terminals  communicating  with  a  single  station  via  repeaters  located  around 
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the  station,  and  operating  under  slotted  ALOHA.  The  analytical  model  used  is  a  combination 
of  the  infinite-population  model  representing  the  terminals,  and  Abramson  s  finite  population 
model  representing  the  repeaters.  Tobagi  considered  the  same  topology  and  derived  the 
network  capacity  as  well  as  the  throughput-delay  characteristics  for  both  CSMA  and  slotted 
ALOHA.  He  discussed  their  dependence  on  such  key  parameters  as  transmission  protocols, 
repeater  connectivity,  and  repeater  storage  capacity.  The  capacity  of  one-way  tandem  slotted 
ALOHA  networks  was  analyzed  by  Yemini  [48]. 

In  this  section,  we  consider  the  analysis  of  network  capacity  for  systems  with  a  general 
topology  operating  under  any  possible  combination  of  channel  access  protocol  and  capture 
mode.  We  describe  the  different  models  that  have  been  proposed  and  discuss  the  major 
results  obtained  for  each.  We  then  show  how  Tobagi  [14]  extended  the  model  for  slotted 
ALOHA  introduced  by  Abramson  to  study  networks  with  general  topologies. 

Boorstyn  and  Kershenbaum  [49]  addressed  the  use  of  continuous-time  processes  to  study 
networks.  They  derived  a  Markovian  model  for  the  analysis  of  a  network  with  general 
hut  symmetric  hearing  matrix,  zero-propagation  delay,  operating  under  CSMA,  with  the 
assumption  that  the  first  packet  to  arrive  at  a  receiver  after  the  channel  has  been  idle  is 
captured  perfectly,  and  all  other  packets  are  lost.  The  authors  observed  that  under  the 
previous  conditions,  a  sufficient  state  description  for  the  network  is  the  set  of  transmitting 
nodes.  Analysis  of  network  capacity  led  to  a  steady-state  distribution  with  a  product  form 
and  simple  throughput  equations,  thus  allowing  for  the  design  of  efficient  algorithms  for  the 
analysis  of  large  networks  [50].  Tobagi  and  Brazio  considered  the  same  model  for  ALOHA 
with  zero  and  perfect  capture,  and  C-BTMA  with  perfect  capture  [51].  C-BTMA  with 
perfect  capture  was  also  addressed  by  W.  C.  N.  Chen  [52].  Tobagi  and  Brazio  made  the 
important  observation  that  not  all  protocols  could  be  modeled  by  simply  tracking  the  set  of 
transmitting  nodes,  nor  could  they  all  lead  to  a  product  form  solution.  They  later  took  a 
different  approach  to  the  model  by  considering  the  state  description  to  consist  of  the  set  of 
transmitting  nodes  along  with  their  respective  intended  receivers,  which  constitutes  the  set 
of  active  links  [53].  Networks  with  nonsymmetric  hearing  matrices  and  other  access  schemes 
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could  easily  be  accommodated  by  this  extended  model.  Appropriate  conditions  on  network 
topology,  traffic  requirements,  and  access  protocols  were  provided  that  enabled  the  analysis 
to  lead  to  a  steady-state  distribution  with  a  product  form.  With  the  results  obtained,  the 
network  capacity  for  narrow-band  systems  could  be  determined  for  various  topologies  under 
CSMA,  pure  ALOHA,  C-BTMA,  and  ID-BTMA. 

These  models  all  accommodate  systems  in  which  the  capture  of  a  packet  at  its  intended 
receiver,  and  the  decision  of  a  node  to  transmit,  depend  only  on  the  set  of  active  links  just 
prior  to  the  transmission.  Since  spread-spectrum  systems  operate  differently,  these  model 
are  not  well  suited  for  them.  For  spread-spectrum  systems,  it  is  necessary  to  know  the  state 
of  the  receivers  (locked  onto  a  packet  or  idle)  in  addition  to  the  set  of  active  links.  Brazio 
and  Tobagi  modified  the  state  description  to  include  the  state  of  the  receivers  [24].  They 
specifically  addressed  access  protocols  (pure  ALOHA,  CSMA,  and  BTMA)  for  which  the 
decision  whether  to  transmit  or  not  can  be  considered  a  function  of  only  the  set  of  active 
links,  independent  of  the  state  of  the  receivers.  The  analysis  for  disciplined  ALOHA  and 
locked-onto  destination  BTMA  has  also  been  done  [27].  M.  S.  Chen  and  Boorstyn  focused  on 
the  disciplined  ALOHA,  receiver-directed  CDMA  protocol  [54,  55].  They  analyzed  networks 
of  general  topology  with  several  hundred  nodes.  A  noise  model  is  introduced  and  analyzed 
by  setting  a  threshold  on  the  number  of  transmitting  neighbors  that  would  cause  packet  loss. 
A  more  detailed  model  of  a  node  and  link  was  considered  by  Sen  [56] ,  which  enabled  better 
approximations.  Yemini  took  a  completely  different  approach  to  modeling  packet  radio 
networks  by  using  techniques  of  statistical  mechanics  [57].  (For  more  details,  see  Kleinrock 
and  Silvester  [58].) 

The  following  are  brief  descriptions  of  network  models  used  for  the  analysis  of  the  capacity 
of  networks  with  a  general  topology  operating  under  different  combinations  of  channel  access 
protocol  and  capture  mode: 


•  Network  Abstraction  and  General  Model  [14]:  Given  a  static  routing  pattern,  the 
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throughput  requirement  for  each  link  is  denoted  by  Sij.  Sij  can  be  com¬ 

puted  as  a  function  of  the  end-to-end  traffic  requirements  F.  For  some  links,  the 
required  throughput  may  be  zero.  These  links  are  referred  to  as  unused  links,  all  other 
links  being  used  links.  Each  node  in  the  packet  radio  network  has  one  transmitter,  but 
in  general  more  than  one  outgoing  link.  Each  outgoing  link  at  a  node  has  a  separate 
queue  for  the  packets  that  are  to  be  transmitted  on  it;  the  transmitter  is  shared  by 
all  queues  at  that  node.  Transmission  requests  for  the  various  queues  at  a  node  are 
scheduled  according  to  random  processes  in  order  to  avoid  repeated  interference  be¬ 
tween  transmissions  in  the  network.  A  scheduled  transmission  may  or  may  not  take 
place  depending  on  the  status  of  the  transmitter  at  the  source  node  (busy  or  idle),  the 
channel  access  protocol  being  used,  the  priority  structure  among  the  different  queues 
at  the  source  node,  and  the  current  activity  on  the  network.  If  the  transmission  is 
inhibited  or  if  the  transmission  is  unsuccessful,  then  the  packet  is  reconsidered  at  the 
next  scheduled  transmission.  When  the  transmission  of  a  packet  is  successful,  it  is 
removed  from  the  queue. 

The  assumptions  are  that  neither  preemption  nor  priority  functions  are  in  effect  at 
the  nodes.  In  addition,  infinite  buffer  space  for  each  link,  zero  propagation  delay 
between  neighboring  nodes,  and  instantaneous  and  perfect  acknowledgments  (providing 
immediate  feedback  on  the  success  or  failure  of  each  transmission)  are  assumed.  It  is 
assumed,  for  the  purposes  of  network  capacity,  that  at  each  scheduling  point  of  the 
point  process  there  is  a  packet  in  the  queue. 

•  Slotted  ALOHA  [14]:  In  modeling  slotted  ALOHA,  it  is  assumed  that  the  scheduling 
process  which  governs  transmissions  over  link  T<i,j>  is  Bernouilli  with  parameter  Gij 
and  is  independent  of  all  other  such  processes  in  the  network.  Let  Gi  =  Gij  and 
Gi<l  since  each  node  has  only  one  transmitter.  The  memoryless  and  independence 
properties  of  the  Bernouilli  process,  and  the  assumption  that  no  queue  is  ever  empty, 
allow  the  network’s  behavior  to  be  studied  by  examining  one  arbitrary  slot.  The 
throughput  equations  can  be  written  for  any  slot,  taking  into  account  the  specific 
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(14) 


network  topology.  The  throughput  for  systems  of  zero  capture  is  given  by 

Sii  =  Gii  n  (i-Gt). 

For  a  given  traffic  pattern,  the  network  capacity  can  be  determined  by  an  iterative 
numerical  procedure.  The  same  analytic  procedure  can  be  used  for  slotted  ALOHA 
in  spread-spectrum  systems  with  code-division  or  time-capture.  Gitman  provided  an 
analysis  of  two-hop  centralized  networks  [47],  and  Silvester  and  Kleinrock  applied  this 
method  to  study  the  capacity  of  slotted  ALOHA  networks  with  regular  structure  [59]. 

Since  the  models  for  slotted  and  unslotted  ALOHA  do  not  follow  the  evolution  of  pack¬ 
ets  as  they  are  forwarded  from  source  to  destination,  they  do  not  accurately  represent 
the  multihop  operation  of  a  network.  The  models,  however,  attempt  to  represent  the 
interactions  that  exist  among  nodes  and  their  respective  effects  on  throughput. 

•  Transmitter  Activity  Model  for  Unslotted  Networks: 

(a)  CSMA  with  perfect  capture  of  first  packet  following  idle  channel  in  networks  with 
symmetric  hearing  matrix  [49fi  Boorstyn  and  Kershenbaum  model  the  scheduling  point 
process  for  each  used  link  <i,j>  as  Poisson  with  mean  \ij,  independent  of  all  other 
such  processes  in  the  network.  For  messages  transmitted  by  node  i,  the  message  lengths 
are  considered  to  be  exponentially  distributed  with  mean  transmission  time  1/ Hi-  Each 
node  has  a  large  number  of  messages  waiting  to  be  transmitted,  and  at  each  scheduling 
point  a  different  message  is  considered.  Since  different  nodes  have  different  mean 
message  transmission  times,  the  nodes  may  be  transmitting  at  different  data  rates;  the 
length  of  all  messages  in  bits  is  considered  to  be  drawn  from  the  same  distribution. 

For  a  network  with  zero  propagation  delay,  given  CSMA  and  the  previously  mentioned 
capture  assumption,  a  scheduling  point  for  link  <i,j>  results  in  a  successful  transmis¬ 
sion  if  and  only  if  all  nodes  in  the  set  T{i,j)  are  idle  at  the  scheduling  point.  Each 
scheduling  point  is  random  since  the  scheduling  process  is  Poisson.  The  average  time 
of  a  successful  transmission  is  l/pi .  The  throughput  Sij  is  given  by 


Since  the  hearing  matrix  is  symmetric,  it  is  sufficient  to  consider  the  process  X{t),  t  >  0, 
where  X(t^  is  the  set  of  nodes  busy  transmitting  at  time  t,  to  compute  Pr(r(2,  idle). 
A  detailed  description  of  the  derivation  of  network  capacity  can  be  found  in  Tobagi  [14]. 

(b)  Pure  ALOHA  and  C-BTMA  in  networks  with  symmetric  hearing  matrix:  The  state 
description  required  for  the  analysis  of  ALOHA  and  C-BTMA  in  symmetric  topologies 
was  shown  to  be  the  set  of  nodes  busy  transmitting  [51].  In  both  the  perfect  capture 
and  zero-capture  cases,  a  necessary  condition  for  a  scheduling  point  for  link  <i,j>  to 
result  in  a  successful  transmission  is  that  L{j)  be  idle  at  that  time.  The  average  length 
of  a  successful  transmission  is  no  longer  1/ fii.  The  success  or  failure  in  the  reception 
of  a  packet  is  dependent  on  the  state  of  the  network  at  the  beginning  of  reception,  as 
well  as  any  events  that  may  occur  during  its  reception.  Further  details  are  provided  in 
[14]. 

•  Link  Activity  Model  [53]:  Brazio  and  Tobagi  introduced  the  link  activity  model  to 

address  networks  with  nonsymmetric  hearing  matrices  and  such  access  schemes  as  ID- 
BTMA.  The  attention  is  still  on  access  protocols  in  which  the  decision  whether  to 
transmit  can  only  be  based  on  the  state  of  the  transmitters,  and  not  on  the  receivers. 
For  the  access  protocols  that  are  considered,  when  given  the  current  set  of  active 
links  in  the  network,  a  protocol  is  a  set  of  rules  that  will  determine  whether  or  not 
a  given  inactive  link  can  become  active.  All  used  links  are  numbered  1,2,  and 
let  LL  =  {1,2,  The  point  process  for  link  i,i  e  LL,  is  considered  to  be 

an  independent  Poisson  process  with  rate  A,-,  A,-  >  0.  The  transmission  time  of  the 
messages  transmitted  over  link  i  is  assumed  to  be  from  an  exponential  distribution 
with  mean  >  0.  The  transmission  times  are  to  be  redrawn  independently  from 

this  distribution  each  time  the  message  is  transmitted.  Let  X{t)  denote  the  set  of  all 
active  links  at  time  i;  X(t)  is  a  continuous-time  Markov  chain.  See  Tobagi  [14]  for 
further  details. 

•  Models  for  Spread-Spectrum  Systems:  Thus  far  the  models  mentioned  focus  on  access 
protocols  where  the  outcomes  of  transmissions  are  independent  of  the  receiver’s  state 
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at  each  node.  These  models  are  valid  for  some  narrow-band  systems;  however,  for  the 
analysis  of  other  narrow-band  systems  (e.g.,  BTMA)  and  spread-spectrum  systems, 
the  operation  of  the  receiver  must  be  incorporated.  At  any  given  time,  each  node  may 
be  in  one  of  three  basic  states:  idle,  transmitting,  or  receiving  (locked  onto  a  packet). 

A  general  Markovian  model  [24,  27]:  For  a  node  to  receive  a  packet  correctly,  the 
node  must  be  idle,  it  must  process  the  preamble  successfully,  and  it  must  complete 
the  reception  of  the  packet  free  of  error.  If  a  node  is  idle,  then  the  probability  that 
it  acquires  the  incoming  packet  depends  on  many  factors,  including  the  set  of  links 
which  are  active  at  the  start  of  the  preamble,  and  the  evolution  of  the  system  during 
the  reception  of  the  preamble.  While  an  accurate  model  of  most  of  these  factors  is 
possible,  the  complexity  arises  from  having  to  track  the  evolution  of  the  system  during 
the  reception  of  the  preamble.  This  would  lead  to  non-Markovian  models.  Ephremides 
first  considered  models  of  probabilistic  capture  [60,  61].  Brazio  and  Tobagi  [24]  later 
introduced  a  model  of  the  operation  of  receivers  that  maintains  the  tractable  Marko¬ 
vian  nature  of  the  model.  Given  the  set  of  links  D  which  are  active  just  before  the  start 
of  transmission  of  some  link  j,  the  model  assumes  that  if  the  receiver  at  node  n  is  idle, 
it  successfully  acquires  j's  transmission  with  probability  Pn{D\j),  independently  from 
trial  to  trial.  By  appropriately  selecting  Pn{D\j),  the  preamble  capture  behavior  of 
both  space-homogeneous  and  receiver-directed  preamble  codes  can  be  properly  mod¬ 
eled.  If  a  preamble  is  not  successfully  received,  the  receiver  will  remain  idle,  waiting  to 
acquire  a  new  packet.  If  the  preamble  is  correctly  received,  then  the  receiver  remains 
synchronized  to  the  data  portion  of  that  packet  until  the  end  of  transmission.  The 
capture  mode  in  effect  and  the  activity  of  the  transmitters  in  the  network  during  the 
packet  reception  time  thus  affect  the  outcome  of  the  transmission.  Extensive  details 
are  provided  in  Tobagi  [14]. 
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3.2.2  Throughput-Delay  Tradeoffs 


For  capacity  analysis,  if  we  assume  a  node  has  a  packet  for  transmission  at  each  scheduling 
point,  then  it  is  not  necessary  to  include  information  regarding  the  number  of  packets  in 
queue  at  each  link.  At  capacity,  the  packet  delay  is  infinite.  However,  below  capacity,  queue 
lengths  are  not  infinite  and  must  be  included  in  the  state  description.  Consequently,  analysis 
becomes  complex  since  the  state  space  grows  substantially.  The  need  to  keep  track  of  the 
evolution  of  packets  through  the  network  poses  another  problem  in  the  delay  analysis  for 
multihop  packet  radio  networks.  Again,  additional  information  must  be  included  in  the  state 
description.  In  literature  thus  far,  two  approaches  are  taken:  (1)  exact  analysis  of  specific 
systems,  generally  small  in  size  or  simple  in  their  topological  structure,  and  (2)  approximate 
analysis  requiring  a  reduced  state-space  description  of  more  general  and  larger  topologies. 


Much  of  the  literature  in  this  area  has  focused  on  single-hop  networks  and  their  throughput- 
delay  analysis.  These  studies  have  aided  in  the  understanding  of  the  behavior  of  multiaccess 
channels  and  in  modeling  multihop  networks.  We  first  address  the  work  done  on  single-hop 
systems  and  then  proceed  to  multihop  networks. 


(1)  Single-hop:  Throughput-Delay  Tradeoffs 

It  is  assumed  that  all  nodes  are  identical  and  that  each  has  a  single  packet  buffer.  A  node 
is  either  in  an  idle  state  when  its  buffer  is  empty,  or  in  a  backlogged  state  when  its  buffer  is 
nonempty.  While  a  backlogged  node  does  not  generate  new  packets,  it  follows  the  channel- 
access  protocol  in  attempting  to  transmit  its  packet.  After  successfully  transmitting,  a  node 
becomes  idle,  and  thus  generates  a  new  packet  after  a  random  thinking  time.  With  the 
assumption  that  the  scheduling  process  and  distribution  of  thinking  time  at  each  node  is 
memoryless,  a  complete  description  of  the  state  of  the  network  is  given  by  just  the  number 
of  backlogged  users.  The  process  representing  the  system  state  is  then  Markovian.  Kleinrock 
and  Lam  provide  an  analysis  of  slotted  ALOHA  [42],  and  later,  Tobagi  and  Kleinrock  analyze 
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CSMA  [62].  Tobagi  derived  the  distribution  of  packet  delay  and  interdeparture  times  for 
both  slotted  ALOHA  and  CSMA  by  using  the  same  model  [63].  ■ 

The  previous  analyses  provide  a  definition  and  understanding  of  the  stability  of  systems 
using  multiple-access  [64].  It  was  shown  that  depending  on  the  system  parameters  (e.g., 
number  of  nodes,  rescheduling  delay)  the  system  exhibits  either  a  monostable  or  a  bistable 
behavior.  In  a  monostable  system,  there  is  a  single  equilibrium  point,  and  for  the  bistable 
system,  there  are  two  equilibrium  points.  (An  equilibrium  point  is  a  network  state  for  which 
the  mean  rate  of  new  packet  generation  is  equal  to  the  mean  throughput  rate.) 

Tobagi  and  Kleinrock  address  the  issue  of  single-hop  packet  radio  networks  with  larger 
numbers  of  buffers  per  node  [65].  They  discuss  a  system  in  which  two  nodes  with  infinite 
buffers  each  communicate  with  a  station  over  a  slotted  ALOHA  channel.  Kleinrock  and 
Yemini  examined  the  case  of  two  interfering  queues  [66];  later,  Sidi  and  Segall  also  studied 
the  same  case  in  a  series  of  papers  [67,  68,  69].  The  solution  of  two  nodes  with  infinite  buffers 
was  obtained  by  Nain  [70]  following  the  work  by  Fayolle  and  lasnogorodsky  [71].  Saadawi 
and  Ephremides  [72]  derived  an  approximate  solution  for  the  delay  in  a  slotted  ALOHA, 
single-hop  system  with  a  finite  number  of  identical  nodes. 


(2)  Multihop:  Throughput-Delay  Tradeoffs 

In  the  literature,  the  focus  on  throughput-delay  for  multihop  packet  radio  networks  has 
mainly  been  for  slotted  ALOHA  with  zero  capture.  For  slotted  ALOHA,  the  state  of  all  nodes 
in  a  given  slot  determines  the  activity  and  outcome  of  the  next  slot.  However,  for  unslotted 
systems,  there  are  no  designated  times  as  slot  boundaries;  and  hence,  accounting  for  packet 
length,  propagation  times,  etc.,  is  more  difficult.  We  will  first  discuss  those  studies  which 
provide  exact  analysis  of  specific  networks,  and  later,  we  will  address  approximate  methods 
for  more  general  networks. 
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(1)  Exact  Analysis:  The  first  analysis  of  throughput-delay  performance  in  multihop  packet 
radio  networks  focused  on  a  centralized  two-hop  system  [73,  74,  75,  76].  Terminals 
communicate  with  a  central  station  via  repeaters  with  finite  buffers  located  around 
the  station.  Hence,  the  first  hop  is  from  terminals  to  the  repeaters,  and  the  second 
hop  is  from  the  repeater  to  the  central  station.  Slotted  ALOHA  and  CSMA  are  ad¬ 
dressed,  considering  only  the  inbound  traffic.  Specifically,  the  studies  have  focused 
on  the  effects  on  performance  of  the  number  of  repeaters,  the  connectivity  among  the 
repeaters,  the  channel  access  protocol  being  used,  and  the  number  of  buffers  each  re¬ 
peater  possesses.  A  significant  result  is  that,  assuming  zero-processing  times  at  the 
nodes  and  instantaneous  acknowledgments,  packet  radio  networks  are  channel  bound 
rather  than  storage  bound.  A  slight  improvement  is  gained  by  increasing  the  buffer 
size  at  the  repeaters  from  1  to  2,  but  no  substantial  improvement  is  gained  thereafter. 
Fuduka  and  Muramatsu  later  analyzed  the  same  two-hop  network  addressing  similar 
issues  using  the  EPA  techniques  [77]. 

Studies  focusing  on  more  general  topologies  with  exact  analysis  of  specific  instances 
have  also  been  done  [78,  79].  Since  the  models  used  give  rise  to  a  large  number  of 
states,  they  are  applicable  for  small  networks  and,  thus,  are  used  to  study  some  specific 
protocol  features  in  small  networks.  Two  arbitrary  networks  with  8  and  12  nodes, 
operating  under  slotted  ALOHA,  have  been  considered  by  Takagi  and  Kleinrock  [79]. 
Roy  and  Saadawi  [78]  derived  an  exact  analysis  of  throughput  and  delay  in  a  multihop 
packet  radio  network  employing  a  form  of  CSMA  with  busy  tone  and  collision  detection. 
A  scheduled  packet  is  transmitted  by  a  node  if  it  is  idle  and  it  does  not  detect  carrier 
or  a  busy  tone  generated  by  a  neighbor. 

^2)  Appvoxifnate  Analysis:  Approximate  analyses  assume  that  packets  are  independently 
generated  at  each  node  for  transmission  to  a  neighbor.  Consequently,  the  amount  of 
traffic  generated  is  a  function  of  the  topology,  routing  protocol,  and  end-to-end  traffic 
requirements.  In  the  model  used  for  approximate  analysis,  a  representation  of  the 
neighborhood  of  a  node  is  developed,  which  is  characterized  by  a  number  of  parameters 
representing  average  behavior.  Leiner  provided  one  of  the  first  approximations  for 
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analysis  of  throughput  delay  in  multihop  networks  [80].  Later,  Lee  and  Silvester  [81,  82] 
used  a  more  detailed  model  of  the  behavior  of  a  node  and  developed  an  approximate 
analysis.  Sen  [56]  considered  disciplined  ALOHA  receiver-directed  CDMA  and  used 
detailed  models  for  nodes  and  links  to  provide  an  approximate  analysis. 


4.  Routing 

This  section  focuses  on  techniques  that  are  commonly  used  to  route  packets  through 
packet  radio  networks.  The  problem  of  packet  routing  resides  within  the  network  layer  of 
the  seven-layer  OSI  network  architecture  model. 

Given  the  network  organization  and  the  protocols  for  media  access,  the  problem  of  routing 
a  packet  reduces  to  finding  a  “best”  sequence  of  links  to  be  traversed  by  a  message  on  its 
way  to  its  final  destination.  In  general,  the  problem  of  routing  packets  is  of  a  multihop 
nature  since  packets  may  need  to  pass  through  intermediate  (relay)  nodes  before  reaching 
their  destination.  A  routing  algorithm  must  then  perform  two  main  functions:  (1)  selection 
of  routes  for  various  origin-destination  pairs  and  (2)  the  delivery  of  messages  to  their  correct 
destination  once  the  routes  are  selected.  Noteworthy  is  the  emerging  trend  in  the  literature 
to  consider  routing  algorithms  in  which  network  connectivities  are  determined  as  part  of  the 
routing  process. 

While  every  routing  algorithm  will  make  routing  decisions,  the  times  at  which  these  de¬ 
cisions  are  made  depend  on  whether  the  network  uses  datagrams  or  virtual  circuits.  In  a 
datagram  network,  a  routing  decision  is  made  for  each  individual  packet;  consequently,  two 
packets  of  the  same  source-destination  pair  may  traverse  different  paths.  However,  in  a  vir¬ 
tual  circuit  network,  a  routing  decision  is  made  for  each  source-destination  pair,  i.e.,  each 
time  a  virtual  circuit  is  set  up.  Thus,  all  packets  of  the  virtual  circuit  use  the  same  routing 
path  to  send  packets  until  either  the  virtual  circuit  is  terminated  or  rerouted. 
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Routing  in  a  network  can  be  a  complex  issue.  The  complexity  is  due  to  a  number  of 
factors: 

(1)  Routing  requires  coordination  between  all  the  nodes  of  the  network. 

(2)  The  routing  algorithm  must  adapt  to  node  or  link  failures  by  redirecting  messages  and 
updating  necessary  databases  maintained  by  the  system. 

(3)  The  routing  algorithm  may  need  to  modify  its  routes  to  accommodate  changes  in  traffic 
conditions;  e.g.,  when  some  portions  of  the  network  become  congested,  the  packets  are 
routed  through  nodes  elsewhere  in  the  network. 

The  performance  of  a  routing  algorithm  is  primarily  measured  by  the  throughput  and  the 
average  packet  delay.  When  the  traffic  load  offered  by  the  network  is  relatively  low,  it  will 
be  completely  accepted  into  the  network  and  the  throughput  is  defined  as 

Throughput  =  Offered  load.  (lb) 

However,  when  the  traffic  load  offered  is  excessive,  a  portion  will  be  rejected  and  the  through¬ 
put  becomes 

Throughput  =  Offered  load  —  Rejected  load.  (11") 

The  traffic  that  is  accepted  by  the  network  will  encounter  an  average  delay  per  packet  that 
is  dependent  on  the  routes  chosen  by  the  routing  algorithm.  Since  flow  control  protocols 
find  a  balance  between  throughput  and  delay,  the  throughput  of  the  routing  algorithm  will 
also  be  affected. 

One  way  to  classify  routing  algorithms  is  to  divide  them  into  centralized  and  decentralized 
algorithms.  In  a  centralized  algorithm,  the  routing  decisions  are  made  at  a  central  node, 
while  in  a  distributed  algorithm,  the  task  of  route  selection  is  shared  among  all  the  network 
nodes  with  information  exchanged  between  them  as  necessary. 
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Another  classification  of  routing  algorithms  is  to  categorize  them  as  static  or  as  adaptive 
(dynamic).  In  static  routing  algorithms,  the  routing  paths  used  by  each  origin-destination 
pair  is  fixed  regardless  of  changes  in  traffic  conditions;  routes  are  only  altered  as  warranted 
by  link  or  node  failures.  However,  in  adaptive  routing  algorithms,  the  routing  paths  used 
between  origins-destination  pairs  can  change  occasionally  in  response  to  congestion. 

Finally,  routing  algorithms  can  also  be  classified  as  distance  vector  algorithms  or  link-state 
algorithms.  In  a  distance  vector  algorithm,  each  node  has  only  local  knowledge  and  shortest 
paths  are  computed  using  a  distributed-type  algorithm,  such  as  the  distributed  Bellman-Ford 
algorithm  [83].  In  a  link-state  algorithm,  global  knowledge  of  the  entire  network  (charac¬ 
teristics  of  all  nodes  and  links)  is  available  to  all  nodes,  and  a  centralized  algorithm  (s.g., 
Dijkstra’s  algorithm  [83])  is  used  locally  at  each  node  to  compute  the  shortest  paths  to  other 
nodes.  A  variation  of  link-state  algorithms  is  link-vector  algorithms  that  employ  selective 
spreading  of  link-state  information. 

The  remainder  of  this  section  is  dedicated  to  describing  various  routing  algorithms.  We 
first  briefly  address  two  commonly  used  approaches  for  static  routing.  (Extensive  treatment 
of  other  static  routing  algorithms  and  network  routing  in  general  can  be  found  in  [83].)  We 
then  provide  a  comprehensive  survey  of  recently  suggested  adaptive  routing  approaches  found 
in  the  literature.  Where  possible,  we  will  compare  and  contrast  the  different  algorithms. 

4,1  Static  Routing 

Static  routing  is  mostly  used  in  simple  networks  or  networks  where  efficiency  is  not  critical. 
Since  a  static  routing  algorithm  does  not  respond  to  traffic  variations,  it  does  not  achieve  a 
high  throughput  for  a  broad  variety  of  traffic  input  patterns. 

An  important  approach  to  static  routing  is  shortest  path  routing.  In  a  shortest  path  routing 
algorithm,  a  length  is  assigned  to  every  link  in  the  network,  and  the  objective  is  to  find  a 
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path  between  two  given  nodes  that  have  a  minimum  total  length.  When  the  length  of  each 
link  reflects  the  congestion  of  the  link,  the  shortest  path  route  is  then  the  least  congested 
path  between  the  two  nodes.  Two  standard  algorithms  for  the  shortest  path  problem  are 
described  next.  In  these  algorithms,  the  shortest  paths  from  a  given  source  node  to  all  other 
nodes  are  found. 


4.1.1  Bellman-Ford  Algorithm 

Consider  a  graph  where  the  link  lengths  can  be  positive  or  negative,  but  no  cycles  of 
negative  length  are  allowed.  Let  node  1  be  the  “source”  node;  then  the  problem  reduces 
to  finding  the  shortest  paths  from  node  1  to  every  other  node  in  the  graph.  Let  dij  denote 
the  length  of  the  link  between  node  i  and  node  j,  and  let  dij  =  oo  if  {i,j)  is  not  an  edge  in 
the  graph.  The  main  idea  in  the  Bellman-Ford  algorithm  is  to  first  find  the  shortest  path 
lengths  consisting  of  at  most  one  link,  then  to  find  the  shortest  path  lengths  with  at  most 
two  links,  and  so  forth.  The  shortest  path  with  at  most  h  links  will  be  referred  to  as  the 
shortest  {<h)  path. 

Let  Di^^  be  the  shortest  (<  h)  path  length  from  node  1  to  node  i.  (Then  =  0  for  all 
h.)  The  algorithm  can  then  be  summarized  as  follows: 

For  h  =  0, 

=  oo,  Vf  7^  1.  (Ifi) 

For  each  successive  h  >  0., 

=  mn  [Df  d-  dji],  Wi  ^  1.  (19) 


A  resulting  shortest  path  can  contain  at  most  N—1  links  (where  N  is  the  number  of  nodes). 
In  the  worst  case,  the  algorithm  must  be  iterated  N  1  times,  each  iteration  for  N  1  nodes. 
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and,  for  each  node,  the  minimization  must  be  tahen  over  iV  —  1  alternatives.  Consequently, 
the  running  time  is  0{N^),  where  — >  c  (constant)  as  N  — Y  oo.  Further  details  can 

be  found  in  Bertsekas  and  Gallager  [83,  p.  318], 


4,1.2  Dijkstra’s  Algorithm 

In  this  algorithm,  all  link  lengths  are  assumed  to  be  positive.  The  worst-case  computa- 
tional  requirements  for  this  algorithm  are  significantly  lower  than  those  of  the  Bellman-Ford 
algorithm.  The  main  idea  of  this  algorithm  is  to  find  the  shortest  paths  in  order  of  increasing 
path  length.  Let  node  1  be  the  source  node.  Then  the  shortest  of  all  the  shortest  paths 
from  node  1  is  the  single-link  path  to  the  closest  neighbor  of  node  1  (any  multiple-link  path 
must  be  longer  than  the  first  link  length  by  virtue  of  the  positive  link  length  assumption). 
The  next  shortest  of  all  the  shortest  paths  is  either  the  single-link  path  to  the  next  closest 
neighbor  of  1  or  the  shortest  two-link  path  through  the  previously  chosen  node,  and  so  forth. 
Formally,  the  algorithm  can  be  described  as  follows: 

Let  P  be  the  set  of  labeled  nodes.  At  each  step  of  the  algorithm,  the  node  added  to  P  will 
be  the  closest  neighbor  of  node  1  out  of  those  nodes  that  are  not  yet  in  P. 

For  each  node  i,  let  A  be  an  estimate  of  the  shortest  path  length  from  node  1  to  node  i. 
Let  dij  denote  the  length  of  the  link  between  node  i  and  node  j. 

Initially,  P  -  {1},  Pi  =  0,  and  Pj  =  dij  for  j  /  1. 

Step  1:  Find  the  next  closest  node,  i.e.,  find  i  ^  P  such  that 

Pi=minP,-.  (20) 

HP 

Set  P  :=  P  U  {i}.  If  P  contains  all  nodes,  then  the  algorithm  is  complete. 

Step  2:  Updating  of  path  lengths,  i.e.,  Vj  ^  P  set 

Dj  :=  min[Pj,  Pi  +  dij].  (21) 

Go  to  Step  1. 

Each  step  in  this  algorithm  requires  a  number  of  computations  proportional  to  N ,  and  the 
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steps  are  iterated  iV  -  1  times.  Consequently,  the  worst-case  computation  is  0{N^).  Further 
details  can  be  found  in  [83,  p.  322] 


4.1.3  Disjoint  Shortest  Path  Routing 

A  different  approach  to  the  shortest  path  routing  problem  is  to  find  paths  that  are  not 
only  short,  but  also  disjoint.  Two  paths  between  a  source  and  destination  are  considered 
disjoint  if  the  paths  do  not  share  any  nodes  (and  hence  links),  other  than  the  source  node 
and  destination  node.  Torrieri  [84]  presented  a  routing  algorithm  to  find  optimal  sets  of 
short  disjoint  paths  between  any  source  and  destination  pair.  Torrieri  asserts  that  searching 
for  two  or  more  disjoint  paths  between  a  source  node  and  a  destination  node  has  the  fol¬ 
lowing  advantages:  (1)  network  reliability  and  survivability  are  reinforced,  (2)  node  or  link 
failures  do  not  have  to  be  isolated  immediately,  (3)  multiple-path  routing  usually  provides 
the  optimal  solution  when  network-wide  time  delay  is  to  be  minimized  [85],  and  (4)  there  is 
no  potential  looping  problem,  i.e.,  when  a  path  fails  and  a  new  path  is  assigned. 


4.1.4  Deeper  Issues  in  Shortest  Path  Routing 

In  network  routing,  there  are  deeper  issues  than  simply  finding  shortest  paths,  since  the 
shortest  path  may  not  be  the  most  desirable.  The  essential  goal  is  to  minimize  the  delay 
experienced  in  going  from  a  source  to  a  destination^  the  delay  associated  with  each  link  is 
generally  a  function  of  the  amount  of  traffic  carried  by  the  link;  if  a  link  is  heavily  used,  it 
becomes  congested  and  it  takes  longer  for  a  packet  to  traverse  the  link.  The  traffic  carried 
by  a  link  is  referred  to  as  link  jlow  and  is  measured  in  units  of  packets  per  second.  Given  a 
desired  flow  level  from  source  to  destination,  the  problem  is  to  distribute  the  flow  among  all 
possible  paths  from  source  to  destination  such  that  the  total  delay  is  minimized.  Ephremides 
and  Verdu  provide  a  detailed  formulation  of  this  continuous  optimization  problem  and  also 
offer  further  insights  into  the  general  problem  of  packet  routing  [86]. 
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4.2  Adaptive  Routing 


Adaptive  routing  algorithms  respond  to  the  dynamic  nature  of  a  network,  while  forming 
routing  paths.  In  many  networks,  e.g.,  mobile  networks,  not  only  are  the  traffic  conditions 
subject  to  change,  but  so  are  the  network  topological  connectivities  and  individual  link 
qualities. 


4.2.1  Flooding 

When  nodes  move  often  or  when  links  fail  intermittently  because  of  jamming,  there  may 
not  be  enough  time  to  accumulate  global  connectivity  information  to  determine  routes.  In 
extreme  cases  of  mobility  when  topological  changes  are  too  frequent,  it  is  almost  mandatory 
to  impose  flooding,  i.e.,  the  rebroadcasting  of  a  message  throughout  the  network.  While 
flooding  has  some  adverse  effects,  such  as  increased  congestion,  it  is  the  only  means  of 
ensuring  the  delivery  of  information.  The  intermediate  case  in  which  the  network  does  not 
change  frequently  enough  to  warrant  flooding,  and  at  the  same  time  does  not  stay  reasonably 
static  long  enough  to  make  the  “shortest  route”  method  acceptable,  is  the  most  interesting 
and  difficult  scenario.  An  important  consideration  in  networks  with  a  “mid-frequent”  rate 
of  topological  change  is  that  the  routing  algorithm  should  not  have  excessive  overhead;  the 
algorithm  should  be  able  to  react  to  topological  changes  and  establish  routes  before  the 
routes  become  obsolete  with  another  topological  change. 


4.2.2  “Search  and  Discover”  Routing 

To  address  the  intermediate  scenario,  a  version  of  a  highly  adaptive  “search  and  discover” 
approach  was  formulated  in  Bates  [87].  In  this  approach,  a  node  would  flood  a  high-priority 
short  query  message  through  the  network,  thereby  discovering  a  route  that  would  lead  to  the 
destination  node.  Once  the  first  link  of  that  route  was  determined  via  a  positive  acknowl- 
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edgment  mechanism,  it  would  be  used  until  a  negative  mechanism  was  received,  indicating 
either  that  this  route  is  no  longer  available  or  that  it  is  heavily  congested. 


4.2.3  Hierarchical  Routing 

Another  approach  involves  an  idea  similar  to  that  of  hierarchical  routing  as  used  in 
Packet  Radio  Network  (PRNET)  and  Southern  Universities  Regional  Association  Network 
(SURAN)  [6].  This  approach  uses  the  natural  hierarchy  provided  by  the  linked  cluster  ar¬ 
chitecture  (see  section  2).  This  architecture  supports  routing  by: 


(1)  identifying  clusterheads  for  use  in  the  regional  or  net-wide  broadcasts  of  messages,  and 

(2)  defining  a  backbone  network  over  which  inter-cluster  communication  can  be  concen¬ 
trated. 


By  virtue  of  the  architecture,  all  nodes  in  a  cluster  are  within  one  hop  from  a  clusterhead. 
Consequently,  it  is  sufficient  for  every  clusterhead  to  broadcast  a  message  to  achieve  net- wide 
coverage. 

In  general,  distributed  routing  schemes  [88,  89,  90,  91,  92]  can  generally  be  characterized 
by  four  primary  components:  (1)  the  metric  used  to  assign  weights  to  individual  links,  (2) 
the  method  used  to  propagate  the  assigned  link  weights  throughout  the  network,  (3)  the 
algorithm  used  to  determine  the  best  paths  based  on  these  weights,  and  (4)  the  procedures 
for  storing  and  updating  the  necessary  routing  information  in  the  individual  nodes. 
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4.2.4  Tier  Routing 


The  tier  routing  scheme,  which  was  developed  for  the  DARPA  packet  radio  and  used  in 
the  SURAN  protocol  suite  [93,  88,  92],  is  a  distributed  scheme  which  selects  routes  that 
minimize  the  distance  measured  in  number  of  hops.  For  the  metric  in  tier  routing,  each 
good  link  is  assigned  weight  1  and  each  bad  link  is  assigned  weight  oo.  A  Bellman-Ford  type 
algorithm  is  then  used  to  determine  the  best  routes  [93,  88). 


4.2.5  Distributed  Bellman-Ford 


A  variation  of  the  Bellman-Ford  algorithm  requires  nominal  information  to  be  stored  at 
the  nodes  and  computes  distances  between  nodes  by  means  of  a  distributed  version  of  the 
Bellman-Ford  algorithm.  Hence,  it  is  called  the  distributed  Bellman-Ford  (DBF)  algorithm. 
In  this  algorithm,  a  node  only  requires  knowledge  of  the  length  of  its  outgoing  links  and  the 
identity  of  every  node  in  the  network.  A  detailed  description  of  DBF  is  given  in  Bertsekas 
and  Gallager  [83].  The  brief  description  which  follows  is  from  Awerbuch,  Bar-Noy,  and  Gopal 
[94].  Let  DBF{s,t)  be  the  distributed  Bellman-Ford  algorithm  that  finds  the  shortest  path 
in  the  network  between  node  s  and  node  t.  In  the  algorithm,  each  node  y  maintains  a  label 
a{y)  of  the  current  known  shortest  distance  from  node  s  to  node  y,  and  a  variable  parent{y), 
which  contains  the  identity  of  the  previous  node  on  the  current  known  shortest  path  between 
node  s  and  node  y.  At  the  initial  step  a(s)  =  0,  a{y)  =  oo,  and  parent{y)  is  undefined  for 
all  y  ^  s.  At  the  termination  of  the  algorithm,  a{y)  is  the  length  of  the  shortest  path  from 
node  s  to  node  y,  and  a{t),  the  desired  value,  is  the  length  of  the  shortest  path  from  node  s 
to  node  t.  The  DBF  algorithm  consists  of  two  basic  rules;  the  adopting  rule  and  the  sending 
rule.  While  the  adopting  rule  is  used  to  update  the  current  label  according  to  a  message 
from  a  neighboring  node,  the  sending  rule  determines  the  specific  values  to  propagate  to  the 
neighbors.  Hence,  the  sending  rule  is  employed  whenever  a  node  adopts  a  new  label  and 
thus  must  propagate  this  information  to  its  neighbors. 
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•  The  Adopting  Rule:  Suppose  node  x,  with  label  a(x),  receives  a'{x)  from  node  If 
a'{x)  <  a{x),  then  node  x  adopts  a'(x)  and  sets  the  value  of  parent{x)  to  z. 

•  The  Sending  Rule:  Let  a(x)  be  a  new  label  adopted  by  node  x  and  let  node  y  be  a 
neighbor  of  node  x  other  than  parent{x).  Then  node  x  sends  a(x)  +  l{x,y)  to  node  y, 
where  /(x,  y)  is  the  length  of  the  link  between  node  x  and  node  y. 


Under  some  scenarios,  the  distributed  Bellman-Ford  algorithm  has  exponential  message  com¬ 
plexity. 


4.2.6  Gafni  and  Bertsekas  Algorithm 

Gafni  and  Bertsekas  [95]  examine  a  network  with  a  central  station  which  is  subject  to 
frequent  topological  changes.  In  such  a  network,  the  central  station  collects  information 
regarding  global  network  connectivity  and  establishes  routes  between  nodes  and  itself.  The 
authors  propose  a  distributed  algorithm  for  establishing  and  maintaining  loop-free  routes 
to  the  central  station.  They  contend  that  a  contingency  routing  algorithm  (CRA)  to  deal 
effectively  with  topological  changes  affecting  the  primary  routes  (routes  established  by  the 
central  station)  is  needed.  The  following  are  attractive  properties  of  an  CRA: 


(1)  provides  some  redundancy  by  means  of  additional  routes  to  the  station.  These  routes 
can  be  used  when  the  primary  route  fails; 

(2)  does  not  rely  on  instructions  from  the  central  station  to  establish  new  routes  when  all 
the  existing  routes  of  any  node  fail; 

(3)  does  not  employ  flooding  and  does  not  create  problems  with  excessive  communication 
and  thus  collisions; 

(4)  ensures  that  each  route  is  loop-free;  and 
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(5)  incorporates  “new”  links  into  existing  routes  with  little  overhead. 


The  essential  idea  that  the  authors  employ  in  establishing  routes  from  the  nodes  to  the 
central  station  (dest)  is  one  of  link  reversal.  The  following  methods  are  introduced  to  form 
the  basis  for  developing  contingency  routing  algorithms. 


•  Full  Reversal  Method  [95]:  At  each  iteration,  each  node  other  than  the  destination  that 
does  not  have  any  outgoing  links  reverses  the  directions  of  all  its  incoming  links. 

•  Partial  Reversal  Method  [95]:  Every  node  i  other  than  the  destination  records  a  list 
of  its  neighboring  nodes  j  that  have  reversed  the  direction  of  the  corresponding  links 
T<i,j>.  Then  at  each  iteration  each  node  i  that  does  not  have  any  outgoing  links 
reverses  the  directions  of  the  links  T<ii,j>  for  all  j  which  do  not  appear  on  its  list  and 
empties  the  list.  If  there  does  not  exist  such  a  j  (e.g.,  the  list  is  full),  node  i  reverses 
the  directions  of  all  incoming  links  and  empties  the  list. 

The  central  station  does  not  have  to  react  immediately  to  topological  changes  if  alternate 
(secondaxy)  routes  are  available;  however,  it  can  intervene  at  any  time  and  reestablish  pri¬ 
mary  and  secondary  routes.  The  algorithms  do  not  guarantee  shortest  routes  and  rely  on 
the  central  station  for  periodic  optimization  of  routing.  Since  there  are  multiple  routes  to 
the  central  station  from  any  node,  the  contingency  algorithm  will  be  activated  only  when  a 
node  loses  all  of  its  available  routes  to  the  station.  Even  when  this  occurs,  typically  a  long 
chain  of  reversals  and  messages  will  not  be  needed  to  reestablish  routes.  Further  details  can 
be  found  in  Gafni  and  Bertsekas  [95]. 


4.2.7  Corson  and  Ephremides  Algorithm 

Recently,  Corson  and  Ephremides  also  examined  the  situation  when  the  rate  of  topological 
change  is  not  so  fast  as  to  make  flooding  the  only  alternative,  but  not  so  slow  as  to  make  the 
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static  routing  algorithnas  applicable  [96] .  They  proposed  a  distributed  algorithm  to  establish 
and  maintain  routes  between  necessary  source-destination  pairs. 

The  main  objectives  of  this  algorithm  are  to  build  routes  only  when  necessary,  to  build 
routes  quickly  so  they  can  be  used  before  the  topology  changes,  and  to  react  quickly,  estab¬ 
lishing  new  routes  when  existing  routes  are  destroyed.  Since  the  essential  goal  of  the  protocol 
is  to  simply  find  a  route,  routing  optimality  is  of  secondary  importance. 

The  algorithm  is  distributed  in  the  sense  that  the  nodes  are  only  aware  of  the  connections 
to  their  neighbors  and  do  not  have  global  connectivity  information.  The  nodes  also  do 
not  have  global  routing  information.  Consequently,  they  assume  that  a  route  through  their 
neighbor  will  lead  to  the  desired  destination.  The  algorithm  is  destination-oriented,  since 
separate  versions  of  the  protocol  run  independently  for  each  destination.  For  simplicity,  we 
will  describe  a  version  for  one  particular  destination  referred  to  as  the  BEST.  The  protocol 
maintains  loop-free  routes  between  desired  source-destination  pairs. 

The  protocol  executes  in  three  logical  phases. 


(1)  Route  construction:  The  construction  phase  builds  an  initial  set  of  routes. 

(2)  Route  maintenance:  This  phase  maintains  loop-free  routing  while  arbitrary  topological 
changes  occur,  rebuilding  new  routes  only  when  necessary. 

(3)  Route  destruction:  The  destruction  phase  ensures  the  erasure  of  any  routes  that  may 
have  become  invalid  due  to  topological  changes. 


Corson  and  Ephremides  model  the  network  as  a  graph  G  =  {N,L)  consisting  of  a  finite  set 
of  nodes  N  and  a  set  of  initially  undirected  (unassigned)  links  L.  Every  pair  of  neighboring 
nodes  can  communicate  with  each  other  in  either  direction,  depending  on  the  direction  of 
the  link.  For  every  node  i,  there  exists  a  link  T<i,j>  for  every  j  €  {neighbor  of  i}  between 
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node  i  and  neighbor  j.  The  link  T<iJ>  may  be  either  directed  or  undirected.  When  a  link 
is  directed  from  node  i  to  node  j,  node  i  is  said  to  be  an  upstream  neighbor  of  node  j  (i  is 
upstream  of  j),  while  node  j  is  said  to  be  a  downstream  neighbor  of  node  i  {j  is  downstream 
of  i). 

In  developing  their  protocol,  the  authors  assume  that  a  packet  transmitted  by  a  node 
is  heard  by  all  of  its  neighbors.  They  also  assume  an  underlying  link-level  protocol  which 
ensures: 


•  Each  node  i  is  aware  of  its  neighbors  at  all  times. 

•  A  transmitted  packet  is  always  received  correctly. 

•  Simultaneous,  two-way  transmission  over  a  link  causing  interference  does  not  occur. 


They  assume  that  there  are  two  broadcast  channels  used  by  the  network.  The  first  channel 
is  to  establish  network  control,  and  the  second  channel  is  for  actual  message  transmissions. 
A  centralized,  demand-access  scheme  is  used  for  each  channel  and  functions  independently 
within  each.  The  access  scheme  is  nonblocking,  collision-free,  and  does  not  allow  the  re¬ 
ception  of  partial  packets  caused  by  arbitrary  link  failures  and  activations.  This  idealized 
scheme  isolates  the  routing  operation  and  provides  a  common  basis  for  comparison  with  the 
routing  performance  of  other  distributed  algorithms. 

There  are  three  types  of  control  packets  used  in  the  protocol. 


•  QRY:  This  control  packet  is  broadcast  by  a  node  desiring  a  route.  It  has  the  format 
[SID,  DID,  XID,  SEQ],  where  SID  is  the  source  node  identifier,  DID  is  the  destination 
node  identifier,  XID  is  the  transmitting  (forwarding)  node  identifier,  and  SEQ  is  a 
sequence  counter.  Each  source  keeps  a  separate  SEQ  for  each  destination.  Hence, 
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the  triple  (SID,  DID,  SEQ)  is  a  unique  identifier  which  distinguishes  a  QRY  from  all 
others. 

•  FQ:  An  FQ  is  broadcast  by  a  node  that  has  lost  all  of  its  routes.  The  purpose  of  the 
broadcast  is  to  inform  other  nodes  of  any  invalid  routes.  It  has  the  format  [DID,  XID], 
where  DID  and  XID  are  as  described  previously. 

•  RPY:  An  RPY  is  broadcast  by  a  node  which  has  a  route,  in  response  to  either  a  QRY 
or  FQ  reception.  It  has  the  format  [DID,  XID],  where  DID  and  XID  are  as  described 

previously. 


The  protocol  contains  a  timer  at  each  node  with  timeout  period  T,  which  controls  the 
time  between  successive  QRY  broadcasts.  The  protocol  also  maintains  a  query-seen  array 
entry  QSj  for  each  source  j,  which  holds  the  source’s  most  recently  received  QRY  SEQ 
number.  A  single  packet  transmission  queue  is  used.  If  the  queue  is  full,  and  a  new  control 
packet  must  be  queued  for  transmission,  the  old  packet  is  discarded. 


In  the  construction  phase,  the  network  is  initially  unassigned.  Only  nodes  neighboring  the 
DEST  have  routes  to  DEST,  all  other  links  being  undirected.  A  node  has  a  route  if  it  has 
at  least  one  downstream  link;  the  node  then  believes  that  a  path  to  DEST  exists  through 
the  downstream  neighbor.  A  node  desiring  a  route  to  DEST  broadcasts  a  QRY,  which  is 
“fiooded”  throughout  network  searching  for  nodes  that  have  a  route  to  DEST.  Flooding  here 
refers  to  a  node-to-node  broadcast  where  an  individual  QRY  is  not  broadcast  by  a  particular 
node  more  than  once.  QRYs  travel  over  paths  of  unassigned  links.  When  a  node  without  a 
route  receives  the  QRY,  it  will  forward  the  QRY.  However,  nodes  with  a  route  respond  by 
broadcasting  an  RPY. 

An  RPY  is  “flooded”  back  toward  the  source  of  the  QRY .  This  flood  is  a  directed  flood, 
since  RPYs  travel  back  through  network  portions  of  undirected  links.  These  portions  are 
transformed  into  directed  acyclic  graphs  (DAG).  A  directed  link  is  created  pointing  toward 
the  origin  of  the  RPY. 
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The  node  initiating  the  QRY  flood  waits  for  reception  of  an  RPY,  which  indicates  a  route 
has  been  obtained.  In  the  process  of  such  a  QRY  flood,  some  nodes  not  necessarily  desiring 
routes,  but  which  participated  in  the  RPY  flood,  may  obtain  routes  as  well.  The  source 
node  may  also  obtain  more  than  one  route  to  the  BEST.  The  extra  routes  provide  increased 
reliability.  An  optional  metric  can  be  used  to  determine  a  routing  decision;  e.g.,  a  distance 
metric  estimating  the  number  of  hops  (transmissions)  to  the  destination  can  be  piggybacked 
on  the  RPY  control  packet.  An  example  of  the  route  construction  phase  is  given  in  Figure  3. 

The  maintenance  phase  begins  when  some  node  looses  its  last  route  due  to  an  adjacent  link 
failure.  If  that  node  has  no  other  nodes  routing  through  itself,  i.e.,  no  upstream  neighbors,  the 
node  broadcasts  a  QRY  only  if  it  desires  a  route  to  the  BEST.  The  motivation  for  initiating 
this  QRY  flood  is  to  replace  a  needed  route  that  was  lost.  In  Figure  4,  an  example  of  such  a 
QRY  flood  is  shown.  If  a  node  has  other  nodes  routing  through  itself,  it  broadcasts  an  FQ 
regardless  of  whether  or  not  it  currently  desires  a  route.  When  a  node  broadcasts  an  FQ,  it 
not  only  informs  its  upstream  neighbors  not  to  route  through  it  but  also  asks  those  neighbors 
if  they  have  any  alternate  routes.  The  reception  of  an  FQ  over  a  link  erases  the  route  on  that 
link,  i.e.,  a  directed  link  becomes  an  undirected  link.  As  a  result,  all  invalid  routes  are  erased. 
When  an  upstream  neighbor  receives  an  FQ,  the  neighbor  will  flrst  determine  whether  or 
not  it  still  has  a  route.  If  the  neighbor  has  an  alternate  route  remaining,  it  will  respond  by 
broadcasting  an  RPY.  However,  if  the  FQ  reception  caused  the  neighbor  to  loose  its  last 
route,  it  will  forward  the  FQ  to  any  upstream  neighbors.  The  upstream  FQ  propagation 
continues,  erasing  invalid  routes,  until  either  a  node  is  found  having  an  alternate  route,  or 
the  FQ  propagation  halts,  having  erased  all  invalid  routes,  and  without  finding  an  alternate 
path  because  the  network  has  become  partioned.  Figure  5  illustrates  an  example  of  invalid 
route  erasure  and  path  reconstruction. 
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(e)  RPY  propagation,  route  building  (f)  Network  initialized 


Figure  3:  Example  of  the  route  construction  phase  of  the  Corson  and  Ephremides  algorithm. 
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(a)  Partially  initialized  network 


(b)  Link  failure 


(e)  RPY  propagation,  route  building 


(f)  RPY  termination;  Routes  established 


Figure  4:  Example  of  the  route  maintenance  phase  of  the  Corson  and  Ephremides  algorithm. 


(a)  Initialized  network 


DEST 


DEST 


(c)  FQ  generation 


(d)  FQ  and  RPY  propagation 


(f)  RPY  termination;  Routes  established 


Figure  5:  Example  of  invalid  route  erasure  and  reconstruction  phase  of  the  Corson  and 
Ephremides  algorithm. 
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Corson  and  Ephremides  evaluate  the  performance  of  their  algorithm  by  doing  simulation 
comparisons  with  pure  flooding  and  the  Gafni-Bertsekas  (GB)  protocol  [95].  Pure  flooding  is 
a  distributed  process  of  broadcasting  a  message  throughout  the  network.  The  GB  protocol, 
described  earlier,  is  a  distributed  routing  protocol  that  relies  on  sequences  of  link  reversals 
to  maintain  routes  to  each  destination.  The  authors  consider  two  versions  of  their  protocol; 


•  NP:  In  this  version,  if  multiple  routes  are  emanating  from  a  node  for  the  same  desti¬ 
nation,  the  routing  choice  is  made  randomly  and  uniformly  among  them. 

•  NP-SP:  In  this  version,  the  distance  measured  in  hops  from  the  destination  is  pig¬ 
gybacked  on  the  RPY  propagation.  The  nodes  keep  an  approximate  estimate  in  a 
distance  table  ranking  the  relative  merit  of  each  route.  Since  the  distance  information 
is  only  carried  on  the  RPYs  and  no  update  packets  are  sent  when  a  node’s  shortest 
path  estimate  changes,  this  is  not  a  true  shortest  path  algorithm.  The  NP-SP  makes 
routing  decisions  based  on  the  estimates  in  the  distance  table  and  routes  over  the 
shortest  path;  ties  are  broken  randomly  and  uniformly  over  the  set  of  minimal-hop 
routes. 


The  performance  measure  used  is  routing  power,  which  is  defined  as  the  ratio  of  the  average 
message  throughput  to  the  average  message  delay.  Average  message  throughput  is  the  per¬ 
centage  of  generated  packets  delivered  to  their  destination  during  the  simulation  time.  The 
average  message  delay  is  the  average  time  spent  by  all  messages  in  the  network.  For  messages 
that  reach  their  destination,  the  delay  contribution  is  the  complete  end-to-end  delay.  For 
those  packets  that  do  not  reach  their  destination,  the  delay  contribution  is  the  amount  of 
time  from  generation  to  the  end  of  the  simulation. 

For  the  simulation  runs,  the  authors  consider  three  different  base  topologies  (see  Figure  6 
taken  from  Corson  and  Ephremides  [96]).  They  model  the  topological  changes  by  creating 
one-hop  link  sets  and  two-hop  link  sets  for  each  base  topology  (two-hop  link  sets  consist  of 
those  links  connecting  all  possible  node  pairs  two  hops  apart).  The  links  are  modeled  by  an 
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independent,  two-state  (UP/DOWN)  Markovian  link  model,  whose  transition  probabilities 
are  the  same  for  all  links  in  that  topology.  In  the  RANDOM-12  topology  model,  each  link 
independently  decides  whether  or  not  to  change  state;  both  one-hop  and  two-hop  links  may 
be  active  simultaneously,  and  network  disconnections  are  permitted.  In  the  CONNECTED- 
12  model,  both  link  sets  are  permitted  to  be  active  but  the  network  must  remain  connected 
at  all  times.  In  the  CONNECTED-1  model,  only  the  one-hop  links  may  be  active  and  the 
network  must  also  remain  connected.  State  changes  that  violate  any  of  the  restrictions  are 
not  allowed. 

The  rate  of  topological  change  R,  measured  in  link  state  changes  per  minute,  is  varied 
upwards  from  zero.  Each  node  generates  1000  bit  message  packets  according  to  a  Poisson 
arrival  process  with  arrival  rate  A.  Light  traffic  is  modeled  with  A  =  1  packet  per  node  per 
minute,  while  heavy  traffic  is  captured  with  A  =  3  packets  per  node  per  minute.  Timeout 
periods  of  T  =  1  s  and  T  =  10  s  for  all  base  topologies  are  examined  as  well  as  T  =  0.1  s  for 
base  topology  two. 

For  light  traffic  conditions,  the  simulations  showed  that  the  NP-SP  version  was  preferable 
for  low  rates  of  topological  change  and  the  GB  protocol  was  preferable  for  high  rates  of 
change.  Since  the  message  channel  is  relatively  uncongested  for  light  traffic  conditions, 
both  the  speed  at  which  routes  are  found  and  the  resulting  message  route  determine  the 
performance.  For  low  rates  of  topological  change,  individual  routes  are  used  for  a  long 
period  of  time,  thus  making  the  best  routing  decision  an  important  factor.  As  the  rate  of 
change  increases,  the  speed  at  which  an  algorithm  reacts  in  the  control  channel  becomes 
increasingly  important.  Corson  and  Ephremides  conjecture  that  since  the  GB  protocol  has 
a  lower  complexity  it  outperforms  the  NP  and  NP-SP  algorithms  for  light  traffic  and  high 
rates  of  change. 

However,  for  heavy  traffic  conditions,  the  authors  found  that  the  NP  and  NP-SP  protocols 
were  preferable.  At  heavy  traffic  conditions,  the  message  channel  is  highly  congested,  and 
hence  the  algorithm  that  achieves  the  most  efficient  message  routing  will  also  have  the  best 
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performance. 


Simulations  showed  that  the  NP-SP  version  always  outperforms  the  NP  version  of  the 
algorithm.  All  protocols  outperform  flooding  for  all  rates  of  change  until  the  rate  becomes 
so  high  that  only  flooding  is  feasible.  It  was  found  that  the  protocol’s  performance  depends 
greatly  on  the  value  of  the  timeout  period  T.  The  best  value  of  T  is  closely  tied  to  the 
average  rate  of  changes  in  the  network.  Depending  on  the  value  of  T,  the  algorithm  can 
query  too  often  (if  rate  of  change  is  low)  or  not  often  enough  (if  rate  of  change  is  high). 


4.2.8  Humblet’s  Algorithm 

Humblet  [97]  proposes  a  distributed  algorithm  to  compute  shortest  routes  in  a  network 
with  changing  topology  which  uses  information  about  the  neighbors  of  the  destination.  The 
author  asserts  that  maintaining  information  at  node  i  about  the  neighbors  of  the  destination 
is  equivalent  to  keeping  track  of  the  entire  shortest  path  tree  rooted  at  node  i.  Briefly,  the 
algorithm  consists  of  two  major  parts.  In  the  first  part,  a  node  observes  local  topological 
changes  or  it  receives  update  messages  from  its  neighbors.  In  the  second  part,  using  the 
information  gathered,  each  node  builds  a  large  tree  with  weighted  edges,  where  a  node 
identity  may  appear  more  than  once.  Then  the  large  tree  is  scanned  in  a  “breadth-first 
search  to  obtain  a  subtree,  in  which  each  node  identity  appears  at  most  once.  This  subtree 
is  adopted  as  the  new  “local”  shortest-path  tree;  necessary  changes  with  respect  to  the 
previous  version  are  communicated  to  the  adjacent  nodes.  Use  of  a  breadth-first  search  of 
path  lengths  allows  this  algorithm  to  be  seen  as  an  adaptive  distributed  version  of  Dijkstra  s 
algorithm.  Further  details  of  the  algorithm  can  be  found  in  Humblet  [97]. 
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Figure  6:  Network  topologies  used  in  performance  evaluation  of  the  Corson  and  Ephremides 
routing  algorithm. 


4.2.9  Pursley  and  Russell;  Least  Resistance  Routing 


While  a  routing  protocol  is  primarily  concerned  with  properly  guiding  a  transmission  to 
its  destination,  it  must  also  be  robust  against  any  interference  that  will  be  experienced  by 
the  nodes.  Pursley  and  Russell  [98]  developed  an  adaptive,  decentralized  routing  algorithm, 
Least  Resistance  Routing  (LRR),  which  accounts  for  hostile  jamming  interference,  multiple- 
access  interference,  and  other  partial-band  interference  at  each  of  the  other  nodes  in  the 
network.  In  this  algorithm,  each  node  maintains  a  measure  of  its  own  reception  quality 
for  the  packet  transmissions  coming  from  its  neighbors.  This  measure  is  passed  along  the 
network  on  data  packets  and  on  special  control  packets  called  Packet  Radio  Organization 
Packets  (PROPs)  [92].  The  metric  for  LRR  accounts  for  the  channel  conditions  as  seen  by  a 
frequency-hop  receiver  (FH);  it  is  designed  to  capture  the  way  that  interference  encountered 
at  the  FH  radio  receiver  affects  network  performance  [99,  100]. 

The  authors  consider  a  static  network  topology  in  which  jamming  is  dynamic.  The  nodes 
within  the  network  use  time-slotted,  receiver-directed  FH  spread-spectrum  signaling.  Hence, 
a  node  must  know  the  identification  of  the  intended  receiver,  as  well  as  the  receiver’s  FH 
pattern.  The  PROPs  are  transmitted  using  a  common  hopping  pattern,  so  all  nodes  within 
range  of  the  transmission  can  potentially  receive  the  packet  (all  nodes  use  omnidirectional 
antennas).  As  a  result,  the  only  mechanism  a  node  has  for  distinguishing  between  transmis¬ 
sions  is  due  to  the  different  FH  patterns  used  by  the  various  transmitting  nodes. 

In  the  LRR  algorithm,  each  node  forms  an  interference  statistic  for  each  of  its  frequency 
slots.  This  statistic  may  be  based  on  predetection  information,  such  as  energy  levels,  or 
postdetection  information  such  as  quality  information  from  the  demodulator,  or  both  [101]. 
The  vector  of  statistics  is  denoted  by  ^  =  (^i,  ^2? ' '  ‘  iCg)-)  where  is  the  interference  statistic 
for  the  ith  frequency  slot,  and  q  is  the  total  number  of  frequency  slots,  is  a  combination  of 
all  types  of  partial-band  interference.  The  version  of  LRR  presented  in  Pursley  and  Russell 
[98]  does  not  distinguish  between  the  various  types  of  partial-band  interference. 
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The  interference  statistic  is  then  mapped  into  an  interference  factor  f{(i)  by  means  of  a 
function  /.  For  example,  if  is  a  measure  of  the  interference  power  in  the  ith  frequency  slot, 
then  the  most  elementary  function  for  this  purpose  is  a  simple  threshold  function:  f{(i)  =  0 
if  <  A  and  f{^i)  =  1  if  >  A.  The  interference  factors  can  then  be  combined  in  a  number 
of  ways  to  a  single  interference  measure  1.  For  instance,  the  average  of  the  interference  factors 
for  the  q  frequency  slots  is 

I  =  1-'^, /((<)■  (22) 

i—1 

In  this  case,  I  is  just  the  ratio  of  the  number  of  frequency  slots  with  interference  above  the 
threshold  to  the  total  number  of  frequency  slots. 

Estimates  of  the  conditional  probability  of  error  and  the  conditional  probability  of  erasure 
can  be  obtained  from  the  interference  measure.  The  probability  of  acquiring  synchronization 
Pa  and  the  probability  of  decoding  correctly  (given  that  synchronism  has  been  acquired), 
1-  Pe,  can  be  calculated  from  /.  For  further  details,  see  Pursley  and  Russell  [98]. 

A  node  can  receive  a  given  packet  if  it  is  not  transmitting  and  if  it  has  not  already  acquired 
a  different  packet  first.  When  a  node  is  in  the  receive  mode,  and  is  not  in  the  process  of 
receiving  some  other  packet,  the  conditional  probability  that  it  will  receive  a  packet  correctly 
is  Pr  =  Pa{^-  Pe)-  The  resistance  at  the  node  is  defined  as 

W  = -log  Pr,  (23) 

which  is  known  as  the  log-probability  (LP)  metric.  The  resistance  for  a  path  is  defined  as 
the  sum  of  the  resistances  of  each  link. 

In  more  sophisticated  versions  of  LRR,  other  information  can  be  used  to  determine  a 
node’s  resistance,  such  as  the  number  of  packets  in  the  node  s  buffer,  the  recent  history 
of  trafiic  near  the  radio,  and  an  erroneous  symbol  count  from  packets  previously  received 
by  the  radio.  This  information  can  be  combined  with  the  node’s  resistance  using  suitable 
weighting  factors.  For  instance,  if  E{A,  B)  denotes  the  relative  frequency  of  errors  in  recent 
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transmissions  from  node  A  to  node  B,  the  resistance  of  the  link  from  A  to  B  can  be  defined 
by 

R(A,  B)  =  aWB  +  /3B(A,  B),  (24) 

where  cx  and  j3  are  coefficients  selected  to  give  the  desired  emphasis,  and  Wb  is  the  resistance 
at  node  B. 

In  the  simulation  in  Pursley  and  Russell  [98],  the  FH  nodes  are  grouped  into  three  cate¬ 
gories:  (1)  FH  nodes  that  are  interacting  closely  in  a  local  network,  referred  to  as  a  subnet¬ 
work,  (2)  FH  nodes  that  are  not  part  of  the  subnetwork,  and  (3)  other  FH  nodes.  While  all 
the  nodes  contribute  interference  in  the  subnetwork,  only  the  nodes  within  the  subnetwork 
interact  in  the  routing  protocol.  The  model  used  is  illustrated  in  Figure  7  (taken  from  Purs¬ 
ley  and  Russell  [98]);  the  subnetwork  consists  of  the  nodes  numbered  1  —  12.  A  significant 
amount  of  traffic  will  flow  through  the  subnetwork,  entering  via  nodes  5—8.  The  traffic  gen¬ 
erated  at  nodes  5  —  8  represents  traffic  originating  at  these  nodes  together  with  traffic  that 
is  routed  through  these  nodes  from  the  other  nodes  that  are  not  part  of  the  subnetwork. 
Consequently,  the  packet  generation  rates  for  nodes  5—8  are  twice  those  for  the  other  nodes 
in  the  subnetwork. 
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Figure  7:  Model  for  the  packet  radio  network  topology:  subnetwork  consists  of  nodes  1-12. 
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The  interference  statistics  for  the  subnetwork  nodes  are  determined  during  the  packet 
intervals  when  the  node  is  not  transmitting.  The  link  resistances  are  computed,  and  the 
necessary  path  resistances  are  updated  by  using  a  Bellman-Ford  type  algorithm.  The  path 
resistance  values  are  spread  throughout  the  network  by  three  methods:  (1)  each  node  includes 
its  current  interference  factor  in  the  header  of  each  data  and  acknowledgment  packet  that  it 
transmits,  (2)  when  a  node  acknowledges  a  packet,  it  includes  in  the  acknowledgment  packet 
the  path  resistance  to  the  destination  for  that  packet,  or  (3)  by  using  PROP  transmissions. 

For  each  destination,  each  node  stores  a  table  containing  the  outgoing  links  for  the  two 
routes  with  the  lowest  resistance  values.  Then,  at  a  particular  node,  a  packet  is  forwarded 
on  the  outgoing  link  for  the  route  with  the  least  resistance  to  the  packet’s  destination.  This 
link  is  referred  to  as  the  primary  link,  and  as  many  as  three  attempts  to  forward  the  packet 
on  this  link  are  permitted.  If  none  of  the  attempts  is  acknowledged,  then  the  next  three 
forwarding  attempts  are  made  on  the  outgoing  link  with  the  next  lowest  resistance  to  the 
destination.  This  link  is  referred  to  as  the  secondary  link.  If  the  node  has  only  one  outgoing 
link  to  the  destination,  then  all  six  attempts  are  made  on  that  link.  A  packet  is  discarded 
after  six  unsuccessful  forwarding  attempts  are  made. 

Using  simulations,  Pursley  and  Russell  measured  the  performance  of  the  LRR  protocol  by 
marking  certain  packets  and  monitoring  their  flow  through  the  network.  (For  further  details 
see  Pursley  and  Russell  [98].)  The  performance  of  the  LRR  was  analyzed  by  examining 
three  measures:  end-to-end  throughput,  end-to-end  probability  of  success,  and  end-to-end 
delay.  The  end-to-end  throughput  is  defined  as  the  average  number  of  marked  packets  that 
reach  their  destinations  per  packet  interval.  The  end-to-end  probability  of  success  is  defined 
as  the  average  fraction  of  marked  packets  that  reach  their  destinations.  The  end-to-end 
delay  is  defined  as  the  average  number  of  packet  intervals  required  for  marked  packets  to 
arrive  at  their  destinations.  Discarded  packets  were  not  counted  in  the  end-to-end  delay. 
Consequently,  the  end-to-end  delay  defined  is  a  meaningful  performance  measure  only  when 
the  end-to-end  probability  of  success  is  high. 
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For  an  interference  enviromnent  corresponding  to  partial-band  jamming  of  55%  of  the 
band,  the  success  rate  is  about  20%  for  the  transmissions  to  a  receiver  that  is  jammed.  For 
an  interference  environment  where  40%  of  the  band  is  jammed,  approximately  50%  of  the 
transmissions  to  a  jammed  node  are  successful.  Since  jamming  of  a  larger  fraction  of  the 
band  effectively  removes  the  jammed  node  from  network  activity,  it  was  not  considered. 
From  the  results  of  various  simulation  runs,  it  was  observed  that  the  LRR  algorithm  adapts 
quickly  to  a  change  in  the  position  of  a  mobile  jammer  [98]. 


4.2.10  Pursley  and  Russell:  Adaptive  Forwarding 

In  an  another  paper  [102],  Pursley  and  Russell  examined  adaptive  protocols  for  forward¬ 
ing  around  localized  partial-band  jamming  in  a  frequency-hop  packet  radio  network.  They 
focused  attention  on  routing  changes  that  a  node  can  make  to  its  normal  routing  pattern 
when  a  partial-band  jammer  appears  nearby.  Jhe  routing  changes  occur  in  the  time  periods 
between  routing  table  updates  in  a  network  with  dynamic  routing.  The  resulting  changes 
in  the  transmission  paths  only  affect  the  routes  near  the  jammer;  the  protocol  only  requires 
local  information  for  its  execution. 

Pursley  and  Russell  consider  particular  forwarding  protocols  and  evaluate  the  performance 
of  these  protocols  through  simulation  studies.  Again,  they  consider  a  subnetwork  of  a  packet 
radio  network,  shown  in  Figure  8  (taken  from  Pursley  and  Russell  [102]),  and  monitor  the 
progress  of  packets  in  the  subnetwork.  The  subnetwork  consists  of  the  radios  in  the  network 
that  are  near  the  source  of  the  partial-band  jamming,  i.e.,  nodes  1—8  in  Figure  8.  While 
the  nodes  in  the  network  contribute  to  the  traffic  in  the  subnetwork  and  are  a  source  of 
interference,  the  radios  outside  the  network  contribute  interference  only.  The  traffic  outside 
the  subnetwork  that  routes  through  the  subnetwork  is  captured  by  the  traffic  “generated” 
at  nodes  5-8.  Hence,  the  traffic  generated  at  these  nodes  represents  traffic  originated 
at  these  nodes  together  with  traffic  from  outside  the  subnetwork  that  is  routed  through 
these  nodes.  Again,  the  authors  are  concerned  with  static  network  topologies  with  dynamic 
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network  jamming;  the  network  assumptions  made  are  similar  to  those  in  Pursley  and  Russell 
[98],  as  described  earlier. 

The  nodes  in  the  subnetwork  forward  packets  on  one  of  the  shortest-length  paths  from  the 
source  to  the  desired  destination.  If  there  are  more  than  one  outgoing  links  at  a  node  on  the 
shortest-length  routes,  one  of  the  outgoing  links  is  labeled  the  primary  outgoing  link,  and 
the  other  is  labeled  the  secondary  outgoing  link.  The  forwarding  protocol  then  determines 
on  which  one  of  these  links  to  transmit  a  packet.  The  node  is  limited  to  six  transmission 
attempts  for  a  particular  packet;  after  six  unsuccessful  attempts  at  one  node,  the  packet  is 
discarded.  In  variations  of  this  protocol,  a  parameter  m  is  used,  where  m  is  the  maximum 
number  of  consecutive  unsuccessful  attempts  for  a  given  packet  and  a  given  outgoing  link. 
After  m  attempts  on  a  particular  outgoing  link,  the  forwarding  protocol  selects  a  different 
outgoing  link  and  attempts  the  remaining  (6  —  m)  transmissions. 

Pursley  and  Russell  examined  two  classes  of  forwarding  protocols:  the  primary-path  for¬ 
warding  protocols  and  the  good-link  protocols.  The  primary  6/ m  protocol  forwards  the  packet 
for  the  initial  m  attempts  on  the  primary  link;  for  m  =  6,  all  attempts  are  on  a  node’s  primary 
outgoing  link,  while  for  m  =  3,  if  the  first  three  forwarding  attempts  have  been  unsuccessful, 
the  node  will  then  use  its  secondary  outgoing  link.  The  good-link  6/m  protocol  uses  stored 
information  about  the  link  that  was  last  used  successfully.  It  combines  this  information  with 
the  current  feedback  from  the  acknowledgment  packets,  to  make  a  routing  decision.  Initially, 
a  packet  is  forwarded  on  the  link  that  was  used  for  the  previous  packet  with  the  same  desti¬ 
nation,  provided  that  previous  packet  was  transmitted  successfully.  This  link  is  used  for  the 
the  first  m  transmission  attempts,  if  that  many  are  required.  If  the  m  transmissions  were 
unsuccessful,  the  protocol  then  switches  to  the  alternative  link  for  the  next  m  transmission 
attempts.  For  example,  if  m  =  2  and  the  first  two  attempts  were  made  unsuccessfully  on 
the  secondary  link,  then  the  next  two  attempts  will  be  made  on  the  primary  link,  and  the 
final  two  attempts  will  be  on  the  secondary  link  again. 

For  performance  simulations,  the  authors  consider  four  jamming  scenarios.  First,  a  fixed- 
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I  I  Packet  Radio 

Figure  8:  Model  for  the  packet  radio  network  topology:  subnetwork  consists  of  nodes  1-8. 
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location  jammer  that  interferes  with  transmissions  to  node  1  only  is  considered.  In  the  next 
three  scenarios,  the  jammer  moves  between  nodes  1  and  3.  Different  jamming  periods  are 
simulated,  where  a  period  is  the  number  of  packet  intervals  the  jammer  is  located  at  a  node 
before  it  moves  to  another  node.  Various  packet  generation  probabilities  are  also  considered. 
The  remaining  simulation  parameters  and  performance  measures  are  similar  to  those  used 
in  Pursley  and  Russell  [98]  as  described  earlier. 

For  the  fixed  jammer  case,  the  good-link  protocols  have  the  highest  throughput  and  end- 
to-end  success  probabilities  for  each  packet  generation  probability.  The  primary  6/6  protocol 
has  the  lowest  throughput  and  the  lowest  end-to-end  success  probabilities.  In  general,  for  the 
stationary  jammer,  the  forwarding  protocols  that  used  secondary  routes  performed  better 
than  those  that  used  fixed  routes.  For  the  mobile  jamming  cases,  the  good-link  6/3  protocol 
has  slightly  greater  throughput  than  the  primary  6/3  protocol.  Again,  the  primary  6/6  pro¬ 
tocol  still  has  much  poorer  performance,  except  at  the  highest  packet  generation  probability. 
Also,  the  good-link  protocols  perform  best  for  the  stationary  jammer  and  their  performance 
decreases  as  the  jammer  period  decreases.  The  performance  of  the  primary  6/3  forwarding 
protocol  does  not  depend  on  the  jammer  period  since  this  protocol  does  not  store  any  infor¬ 
mation  from  the  past.  However,  it  was  found  that  for  the  primary  6/6  protocol,  there  is  a 
dramatic  change  in  the  throughput  and  success  probabilities  as  the  jammer  period  changes. 
In  general,  the  performance  of  all  of  the  forwarding  protocols  becomes  similar  as  the  jammer 
period  decreases. 

Overall,  the  good-link  forwarding  protocols  have  the  best  performance  of  the  protocols 
considered.  Significantly  better  performance  is  further  obtained  from  the  forwarding  proto¬ 
cols  that  use  secondary  routes  if  the  initial  transmission  attempts  were  unsuccessful. 
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4.2.11  Pursley  and  Russell:  Side  Information 


Pursley  and  Russell  further  extended  the  aforementioned  forwarding  and  routing  protocols 
for  slow-frequency  hop  (SFH)  packet  radio  networks  to  include  side  information  [103].  Side 
information  can  be  extracted  from  received  signals  that  are  subject  to  noise  and  interference 
and  can  be  used  to  enhance  the  network  protocols.  In  the  literature,  several  methods  have 
been  considered  for  extracting  side  information;  a  method  that  uses  test  symbols  was  found 
to  be  the  most  suitable  for  application  to  network  protocols  [104].  In  this  method,  a  known 
sequence  of  symbols,  called  test  symbols,  is  included  in  the  information  symbols  stream 
for  each  dwell  interval.  The  number  of  symbols  received  correctly  during  a  dwell  interval 
serves  as  a  statistic  to  determine  the  reliability  of  the  data  symbols  in  that  dwell  interval. 
Increasing  the  number  of  test  symbols  increases  the  reliability  of  this  method;  however,  this 
also  decreases  the  information  rate.  Consequently,  a  tradeoff  can  be  exercised  to  maximize 
the  information  throughput  subject  to  the  error  probability  requirements. 

Information  about  the  interference  environment  at  a  receiver  is  provided  by  the  side  in¬ 
formation  available  at  the  decoder.  Each  radio  maintains  a  measure  of  its  own  reception 
quality,  which  is  determined  by  the  choice  of  metric.  The  metric  should  accurately  reflect 
the  radio  channel  as  seen  by  a  frequency-hop  receiver.  The  authors  examine  three  different 
metrics  in  their  simulations: 

(1)  Log-probability  (LP)  metric  -  This  metric  is  used  in  Pursley  and  Russell  [98]  and  was 
described  earlier.  It  is  based  on  perfect  knowledge  of  the  interference  environment  at 
a  receiver. 

(2)  Error  and  erasures  (EE)  metric  -  This  metric  is  the  number  of  erasures  plus  twice 
the  number  of  errors  from  a  successfully  acquired  packet  at  a  receiver.  The  radio  s 
resistance  is  the  EE  metric  for  the  last  successfully  acquired  packet. 

(3)  Error  and  erasures  with  acknowledgments  (EEA)  metric  -  This  metric  is  similar  to  the 
EE  metric,  except  now  each  time  a  radio  sends  a  packet  to  a  neighbor  and  does  not 
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receive  an  acknowledgment,  the  radio  will  increment  the  stored  resistance  value  for 
that  neighbor  by  one. 


Through  simulations,  Pursley  and  Russell  examine  the  previously  described  forwarding 
protocols  (primary  n/m  and  good-link  n/m)  and  the  routing  protocol  (LRR  protocol),  using 
the  different  metrics.  They  use  the  notion  of  a  subnetwork  as  described  previously  for  the 
LRR  simulations  (see  Figure  7  taken  from  Pursley  and  Russell  [98]).  They  calculate  various 
conditional  probabilities  for  a  packet  to  be  decoded  in  the  presence  of  both  partial-band 
and  multiple-access  interference  and  use  these  probabilities  to  simulate  channel  conditions 
and  network  behavior.  Further  details  can  be  found  in  Pursley  and  Russell  [103].  The  re¬ 
mainder  of  their  simulation  setup  and  performance  measures  are  identical  to  those  described 
previously  for  Pursley  and  Russell  [98] . 

The  authors  examined  the  forwarding  protocols  for  various  levels  of  partial-band  interfer¬ 
ence,  multiple-access  interference,  wideband  noise,  signal-to-noise  ratios,  and  various  jam¬ 
mer  periods.  The  simulations  found  that  the  EEA-based  forwarding  protocol  gives  higher 
throughput  for  some  of  the  packet  generation  probabilities  compared  to  the  good-link  pro¬ 
tocol.  Also,  EEA-based  forwarding  is  superior  to  the  EE-based  forwarding.  When  the 
signal-to-noise  ratio  is  large,  the  side  information  and  the  information  on  lack  of  acknowl¬ 
edgments  indicate  the  reliability  and  quality  of  a  link.  However,  for  lower  signal-to-noise 
ratios,  it  was  more  difficult  to  determine  if  a  failure  to  receive  an  acknowledgment  was  due 
to  partial-band  interference  or  to  thermal  noise  alone.  The  authors  found  that  in  most  cases 
the  throughput  was  lower  for  a  larger  jammer  period.  As  expected,  the  forwarding  protocols 
do  not  offer  the  best  solution  to  long-term  changes  in  the  network. 

The  LRR  protocol  with  the  different  metrics  was  examined  and  the  simulations  showed 
that  the  LP  metric  does  not  have  the  best  network  performance  of  those  metrics  investigated. 
This  can  be  attributed  to  the  fact  that  while  the  LP  metric  uses  perfect  knowledge  of  the 
interference  environment,  it  does  not  account  for  any  other  factors  that  affect  the  probability 
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that  a  radio  can  receive  a  transmission,  e.g.,  likelihood  that  the  receiver  is  busy.  Overall,  the 
EEA  metric  most  accurately  characterizes  the  conditions  as  seen  by  a  frequency-hop  receiver. 
Side  information  is  beneficial  in  selecting  routes  that  avoid  parts  of  the  network  that  have 
excessive  interference;  the  acknowledgment  information  is  effective  in  eliminating  outdated 
routing  information.  It  was  also  found  that  the  routing  protocols  are  not  particularly  sen¬ 
sitive  to  variations  in  the  jammer  period.  For  detailed  simulation  results,  see  Pursley  and 
Russell  [103]. 


4.3  Distance  Vector  and  Link- Vector  Algorithms 


Distance  vector  routing  algorithms  are  particularly  attractive  because  of  their  parallel 
processing  capability.  The  basic  computation  step  in  a  distance  vector  algorithm  can  be  exe¬ 
cuted  in  parallel  at  each  node.  The  parallel  nature  of  distance  vector  algorithms  make  them 
ideal  for  supporting  the  aggregation  of  destinations  by  reducing  communication,  processing, 
and  storage  overhead.  In  distance  vector  algorithms,  nodes  exchange  information  on  path 
characteristics,  not  on  link  or  node  characteristics. 


4.3.1  Awerbuch,  Bar-Noy,  and  Gopal  Algorithm 

Awerbuch,  Bar-Noy,  and  Gopal  [94]  examine  a  distance  vector  algorithm  and  propose 
two  modifications  to  the  distributed  Bellman-Ford  algorithm,  which  result  in  a  polynomial 
message  complexity  (as  compared  to  the  exponential  message  complexity  of  the  DBF).  As 
described  previously,  the  DBF  consists  of  two  basic  rules:  the  adopting  rule  and  the  sending 
rule.  The  authors  propose  modifications  to  the  adopting  rule. 


•  Multiplicative  Adopting  Rule  (MAR):  Suppose  node  with  label  6(x),  receives  6(3:) 
from  node  ;2.  lfV{x)  <  b{x)/a,  then  node  x  adopts  b\x)  and  sets  the  value  of  parent{x) 
to  When  a  =  1,  this  algorithm  is  just  the  DBF. 
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•  Additive  Adopting  Rule  (AAR):  Suppose  node  x,  with  label  b{x),  receives  b'{x)  from 
node  If  b'{x)  <  (6(x)  -  (d),  then  node  x  adopts  b'{x)  and  sets  the  value  of  parent{x) 
to  z.  When  /?  =  0,  this  algorithms  is  just  the  DBF. 


The  authors  provide  various  propositions  to  exhibit  the  polynomial  time  complexity  and 
message  complexity  of  the  routing  algorithms  resulting  from  the  previously  mentioned  adopt¬ 
ing  rules.  Further  details  are  provided  in  Awerbuch,  Bar-Noy,  and  Gopal  [94]. 

4.3.2  Garcia-Luna-Aceves  Algorithm 


Another  modification  to  the  distributed  Bellman-Ford  Algorithm  is  provided  by  Garcia- 
Luna-Aceves  [105].  In  this  algorithm,  each  node  maintains  in  its  routing  table  the  next  hop 
(successor)  and  shortest  distance  in  number  of  hops  of  the  paths  to  each  destination.  A  node 
sends  update  messages  only  to  its  neighbors;  these  messages  contain  the  length  in  hops  of 
the  selected  path  to  the  destination.  A  node  always  chooses  new  successors  that  are  at  most 
equidistant,  i.e.,  same  distance  or  closer,  to  the  destination  than  the  node’s  current  successor 
to  the  same  destination.  The  algorithm  avoids  loops  by  requiring  that  a  node  does  not  send 
an  update  message  before  it  receives  replies  from  all  its  neighbors  to  the  previous  message. 

In  this  algorithm,  when  node  i  processes  an  update  message  from  a  neighbor  and  needs  to 
update  its  routing  table  for  a  given  destination  j,  or  detects  a  change  in  cost  or  availability  of 
a  link,  node  i  tries  to  secure  a  new  “feasible”  successor  with  the  shortest  distance  to  node  j. 
For  node  i,  a  “feasible”  successor  toward  node  j  is  a  neighbor  node  that  has  reported  a 
distance  to  the  destination  that  is  the  same  or  closer  than  the  distance  reported  by  the 
current  successor  of  node  i.  The  algorithm  behaves  the  same  as  a  distributed  Bellman-Ford 
algorithm  when  feasible  successors  are  found.  However,  when  a  node  i  cannot  find  a  feasible 
successor  with  the  shortest  distance  to  node  j,  node  i  freezes  its  successors  to  node  j  and 
sends  an  update  message  to  all  of  its  neighbors.  Node  i  cannot  send  another  update  message 
until  it  has  received  replies  from  all  its  neighbors  to  the  message  it  has  just  sent.  Garcia- 
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Luna-Aceves  asserts  that  the  proposed  algorithm  eliminates  all  the  looping  problems  of  the 
Bellman- Ford  algorithm.  For  further  details  see  Garcia-Luna-Aceves  [105]. 


4.3.3  Behrens  and  Garcia-Luna-Aceves  Algorithm 

An  interesting  modification  of  link-state  algorithms  is  link-vector  algorithms.  Link-vector 
algorithms  function  by  selective  spreading  of  link-state  information  based  on  the  computation 
of  preferred  paths  [106].  This  is  in  contrast  to  link-state  algorithms,  which  rely  on  flooding 
of  complete  link-state  information  to  all  nodes.  Link-vector  algorithms  are  primarily  used 
for  the  distributed  maintenance  of  necessary  routing  information  in  large  networks. 

Behrens  and  Garcia-Luna-Aceves  [106]  present  a  link-vector  algorithm  whose  essential 
idea  consists  of  requiring  each  node  to  forward  to  its  neighbors  the  characteristics  of  each 
of  the  links  it  uses  in  reaching  a  destination  through  one  or  more  preferred  paths.  Each 
node  also  reports  to  its  neighbors  which  links  it  has  erased  from  its  preferred  paths.  Each 
node  constructs  a  source  graph  using  this  information  and  a  path  selection  algorithm.  A 
path  selection  algorithm  can  be  shortest  path,  such  as  Bellman-Ford  algorithm,  Dijkstra  s 
algorithm,  maximum-capacity  path,  or  any  other  comparable  algorithm.  A  source  graph 
for  a  node  consists  of  all  the  links  the  node  uses  in  the  preferred  paths  to  each  destination. 
Consequently,  a  node  has  topology  information  consisting  of  its  adjacent  links  and  the  source 
graphs  reported  by  its  neighbors.  By  running  a  local  algorithm  on  its  source  graph,  a  node 
derives  a  routing  table,  which  specifies  the  next  node  (or  nodes)  or  paths  to  each  destination. 
A  source  graph  is  reported  by  a  node  to  its  neighbors  in  an  incremental  manner.  A  node 
sends  an  update  (a  message  indicating  change  in  topology)  only  when  a  link  is  modified, 
added,  or  deleted  in  its  source  graph.  Thus,  the  algorithm  avoids  the  flooding  inherent  in 
link-state  algorithms.  For  details,  see  Behrens  and  Garcia-Luna-Aceves  [106]. 
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5.  State-of-the-Art 


In  this  section,  we  survey  the  state  of  the  art  in  wireless  data  networks.  This  is  done  to 
provide  a  view  of  current  advances  in  the  development  of  civilian  packet  communication 
systems.  While  the  wireless  data  systems  described  here  are  not  directly  applicable  to  a 
battlefield  environment,  they  share  important  common  features  with  tactical  packet  radio 
networks.  Where  appropriate,  we  have  highlighted  these  common  features. 

The  latest  trends  in  wireless  information  networks  are  evolving  around  either  (1)  data- 
oriented  networks  such  as  Wireless  Local  Area  Networks  (WLANs)  and  Mobile  Data  Net¬ 
works  or  (2)  voice-oriented  applications  such  as  digital  cellular,  cordless  telephone,  and 
wireless  PBX  [107].  (Figure  9  provides  a  general  overview  of  the  different  categories  in  wire¬ 
less  information  networks.)  Mobile  data  networks  usually  operate  at  low  data  rates  over 
urban  radio  channels,  using  familiar  multiple-access  methods.  The  essential  goal  in  these 
networks  is  to  develop  a  system  that  makes  efficient  use  of  available  bandwidth  to  serve  a 
large  number  of  users  that  are  spread  out  over  wide  geographical  areas.  A  WLAN  typically 
serves  a  limited  number  of  users  in  a  well-defined  indoor  area;  system  factors  such  as  overall 
bandwidth  eflhciency  and  product  standardization,  are  not  crucial.  However,  the  achievable 
data  rate  is  an  important  issue  in  selecting  a  WLAN,  and  hence,  the  transmission  channel 
characteristics  are  important  issues.  While  the  channel  access  methods  and  network  topolo¬ 
gies  used  in  a  WLAN  are  similar  from  one  system  to  another,  the  transmission  technologies 
can  vary  widely.  In  the  literature,  local  high-speed  data  communication  systems  are  referred 
to  as  WLANs,  and  low-speed  wide-area  wireless  data  communication  is  called  mobile  data. 


5.1  Mobile  Data  Networks 


Presently,  mobile  data  services  provide  length-limited  wireless  connection  with  in-building 
penetration  to  portable  user  terminals  in  metropolitan  areas.  The  transmission  rates  of  these 
systems  are  comparable  to  voice-band  modem  rates  (up  to  19.2  kbits/s).  There  typically  is 
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Figure  9:  Categories  of  wireless  information  networks. 


a  limitation  on  the  size  of  the  file  that  can  be  transmitted  in  each  communication  session. 
Since  mobile  data  users  generally  use  portable  units  inside  a  building  and  in  a  stationary 
location,  in-building  penetration  is  an  essential  feature  of  these  services. 

Packet  data  services  currently  available  for  mobile  applications  include  (1)  ARDIS,  formed 
by  IBM  and  Motorola,  and  (2)  RAM  Mobile  Data  Network,  which  uses  Ericsson  MOBITEX 
data  technology.  Currently,  Cellular  Digital  Packet  Data  (CDPD)  is  awaiting  introduction 
into  the  market.  CDPD  is  being  designed  to  transport  data  as  a  supplementary  service 
overlaid  onto  existing  analog  cellular  telephone  networks. 


5.1.1  ARDIS 

ARDIS  is  a  two-way  radio  service  first  developed  in  1983.  ARDIS  consists  of  four  net¬ 
work  control  centers  with  32  network  controllers  distributed  through  1,250  base  stations 
in  400  cities  in  the  United  States.  This  service  is  well  suited  for  two-way  transfer  of  data 
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files  less  than  10  kbytes  in  size.  A  major  portion  of  its  use  is  in  support  of  computer-aided 
dispatching,  such  as  that  used  by  field  service  personnel  while  on  sight.  Remote  users  can 
access  the  system  from  lap-top  radio  terminals  that  communicate  with  the  base  stations. 
The  operating  frequency  of  ARDIS  is  800  MHz,  and  the  RF  links  use  separate  receive  and 
transmit  frequencies  that  are  45  MHz  apart.  The  system  uses  an  RF  channel  data  rate  of 
9.6  kbits/s,  with  a  user  data  rate  of  about  8,000  bits/s.  The  system  architecture  is  cellular; 
the  cell  coverage  areas  overlap  to  increase  the  probability  that  signal  transmission  from  a 
portable  transmitter  will  reach  at  least  one  base  station.  While  the  portable  units  operate 
with  4  W  of  radiated  power,  the  base  station  power  is  40  W  to  provide  LOS  coverage  up 
to  a  10- 15-mile  radius.  The  modulation  technique  used  in  ARDIS  is  frequency-shift  keying 
(FSK).  The  channel  access  method  is  frequency-division  multiple  access  (FDMA),  and  the 
transmission  packet  length  is  256  bytes. 


5.1.2  MOBITEX 


The  MOBITEX  system  is  a  nationwide  interconnected,  radio  network  which  first  went  into 
operation  in  Sweden  in  1986.  Other  networks  were  implemented  in  Norway,  Finland,  Canada, 
United  Kingdom,  and  the  United  States  of  America.  The  MOBITEX  is  an  intelligent  network 
with  an  open  architecture  that  allows  the  establishment  of  virtual  networks.  The  network 
architecture  is  hierarchical;  at  the  top  of  the  hierarchy  is  the  Network  Control  Center  (NCC) 
from  where  the  entire  network  is  managed.  The  MOBITEX  system,  similar  to  the  ARDIS, 
also  uses  packet-switching  techniques  to  allow  multiple  users  to  access  the  same  channel  at 
the  same  time.  The  message  packets  are  switched  at  the  lowest  network  level.  When  two 
mobile  users  in  the  same  service  area  need  to  communicate  with  each  other,  their  messages 
are  relayed  through  the  local  base  station.  The  base  stations  are  laid  out  in  a  grid  pattern 
with  the  same  system  engineering  rules  as  those  used  for  cellular  telephone  systems.  The 
MOBITEX  system  actually  operates  in  much  the  same  way  as  a  cellular  telephone  system, 
with  the  difference  being  that  handoffs  are  not  managed  by  the  network,  i.e.,  when  a  radio 
connection  is  to  be  changed  from  one  base  station  to  another.  The  handoff  decision  is 
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not  made  by  the  network  computer  as  in  cellular  telephone  systems,  but  rather  by  the 
mobile  terminal  itself.  The  base  stations  transmit  at  935-940  MHz,  while  the  mobile  units 
transmit  at  896-901  MHz.  There  are  about  10-30  frequency  pairs  used  in  each  service 
area.  The  system  uses  dynamic  power  settings,  roughly  100  mW  -  4  W  for  portable  units  and 
100  mW  -  10  W  for  mobile  units.  The  Gaussian  Minimum  Shift-Keying  (GMSK)  modulation 
technique  is  used,  with  noncoherent  demodulation.  The  transmission  rate  is  8,000  bits/s 
half  duplex  in  12.5  kHz  channels;  the  service  is  suitable  for  file  transfers  up  to  20  kbytes. 
The  packet  size  is  512  bytes  with  a  delay  of  1-3  s.  To  ensure  the  bit-error-rate  quality  of 
delivered  data  packets,  forward-error-correction  and  retransmissions  are  used.  The  system 
uses  the  dynamic  slotted-ALOHA  random-access  method. 

5.1.3  CDPD 

The  Cellular  Digital  Packet  Data  (CDPD)  system  provides  packet  data  services  in  an 
overlay  to  the  existing  analog  cellular  telephone  network.  An  underlying  goal  of  the  CDPD 
system  is  to  not  interfere  with  the  existing  cellular  telephone  services;  the  system  should 
provide  data  services  on  a  noninterfering  basis  using  the  same  30  kHz  channels.  In  essence, 
the  system  is  designed  to  use  the  cellular  channels  that  are  not  being  used  for  voice  traffic  and 
to  switch  channels  when  the  current  channel  is  allocated  to  voice  service.  The  compatibility 
with  the  existing  cellular  telephone  system  allows  CDPD  to  be  installed  in  any  analog  cellular 
system.  Consequently,  the  data  services  provided  are  not  dependent  upon  support  of  a  digital 
cellular  standard  in  the  particular  service  area.  While  CDPD  cannot  actually  increase  the 
number  of  usable  channels  in  a  cell,  it  can  provide  an  overall  gain  in  user  capacity,  i.e.,  if 
data  users  use  CDPD  instead  of  voice  channels.  The  structure  of  a  CDPD  network  is  similar 
to  the  structure  of  the  cellular  network  with  which  it  shares  channels. 
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5.2  Wireless  LANs 


The  existing  technologies  for  WLANs  are  (1)  unlicensed  spread-spectrum  systems  oper¬ 
ating  in  ISM  bands  [108],  (2)  licensed  cellular  systems  operating  at  18-19  GHz  [109],  and 
(3)  diffused  and  directed-beam  infrared  (IR)  systems  [110].  Diffused  IR  LANs  offer  moder¬ 
ate  data  rates  and  coverage,  and  thus  are  suitable  for  moderate-size  offices,  short-distance 
battery-oriented  applications,  and  environments  subject  to  radio  interference.  Directed-beam 
IR  is  suitable  for  large-file  transfers  between  main  frames  and  servers,  as  well  as  large  open 
offices  with  many  fixed  terminals.  (It  provides  higher  data  rates  with  reasonable  coverage 
for  applications  employing  fixed  terminals.)  WLANs  at  tens  of  GHz  are  suitable  for  high¬ 
speed  communications  in  large  partitioned  areas,  e.g.,  larger  offices  or  similar  open  areas 
such  as  libraries.  The  spread-spectrum  systems  offer  the  largest  coverage  and  are  well  suited 
for  applications  where  penetration  through  building  floors  is  required,  e.g.,  small  business 
applications  where  terminals  are  distributed  over  several  floors  of  a  building.  The  next  gen¬ 
eration  of  WLANs  involves  designs  to  be  incorporated  into  lap-top,  notebook,  and  pen-pad 
computers,  where  significant  reductions  in  size  and  power  consumption  are  required. 

In  WLANs,  only  the  simplest  modem  techniques  have  been  adopted  thus  far.  However, 
as  the  market  for  portable  data  terminals,  notebook  computers,  etc.,  grows,  the  resulting 
demand  for  higher  data  rates  for  WLANs  will  also  grow.  Consequently,  there  will  be  a  mi¬ 
gration  of  more  sophisticated  wireline  modem  technologies  into  WLAN  products.  Estimated 
data  rates  of  1  Mbit/s  are  the  low  end  of  the  range  of  data  rates  achievable  for  WLANs. 
Data  rates  can  be  increased  by  (1)  employing  modulation  and  coding  techniques  yielding 
greater  bandwidth  efficiency,  (2)  using  diversity  reception  techniques  and  sectored  anten¬ 
nas,  (3)  using  multirate  modems,  (4)  implementing  adaptive  equalization  techniques  at  the 
receiver,  and  (5)  using  multitone  modems. 

Spread-spectrum  technology  for  the  WLAN  industry  has  the  important  feature  that  the 
antimultipath  and  antiinterference  nature  of  the  technique  increase  the  coverage  and  re- 
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liability  of  the  modem.  ISM  band  availability  is  the  prominent  reason  for  development 
of  the  spread-spectrum  wireless  LAN  products.  Bandwidth  of  26  MHz  is  available  in  the 
902-928  MHz  ISM  band,  with  a  minimum  bandwidth  expansion  factor  of  10.  WLAN  prod¬ 
uct  designers  of  this  band  typically  sacrifice  bandwidth  expansion  for  achieving  higher  data 
rates.  Consequently,  a  data  rate  of  around  2  Mbits/s  can  be  achieved  with  a  simple  QPSK 
modem.  The  spread-spectrum  devices  operating  in  the  910  MHz  band  can  cover  several 
floors  of  a  building.  The  ISM  bands  at  higher  frequencies  provide  wider  bandwidths  and, 
hence,  higher  data  rates. 

Presently,  an  important  consideration  for  the  WLAN  industry  is  to  provide  services  for 
portable  consumption  in  order  to  give  satisfactory  battery-powered  service.  Slow  FH  in  the 
ISM  bands  is  being  considered  for  this  purpose.  There  are  three  basic  topologies  that  are 
used  in  local  wireless  networks^  centralized,  distributed,  and  multihop  conflgu- 
rations.  In  the  centralized  structure,  one  station  (C)  serves  as  the  hub  of  the  network  and 
user  stations  are  located  within  the  area.  Any  communication  between  users  goes  through 
the  hub.  Essentially,  the  hub  station  controls  the  user  stations  and  monitors  each  user’s 
transmissions.  A  major  advantage  of  the  centralized  topology  is  that  the  network  can  be 
designed  to  operate  with  efficient  use  of  signal  transmission  power.  One  disadvantage  of  this 
topology  is  the  existence  of  a  single  failure  point,  namely  the  hub. 

In  a  distributed  network,  all  terminals  communicate  with  one  another  directly.  The  peer- 
to-peer  capability  of  this  structure  provides  instant  connectivity  without  the  need  for  a 
central  controller.  In  the  existing  WLANs,  distributed  network  configurations  are  not  as 
widely  used  as  centralized  configurations.  However,  many  ultrahigh-frequency  (UHF)  and 
small  very-high-frequency  (VHF)  land  mobile  networks  are  distributed  networks,  6.g.,  fleet 
dispatch  and  public  safety  communications.  In  this  topology,  a  server  node  provides  the 
connection  to  a  backbone  network,  serving  as  a  bridge  or  gateway.  An  important  advantage 
of  the  distributed  network  is  the  absence  of  a  single  point  of  failure.  Also,  the  messages 
do  not  suffer  the  store-and-forward  delay  that  is  characteristic  of  centralized  networks.  A 
disadvantage  of  this  topology  is  the  absence  of  a  central  unit  controlling  power  or  timing  in 
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the  network. 


In  a  multihop  network,  users  communicate  with  one  another  by  transmissions  traversing 
multiple  links  in  the  network.  Consequently,  this  topology  offers  the  best  user-to-user  con¬ 
nectivity  among  all  the  topologies.  Power  efficiency  is  a  major  advantage  in  the  multihop 
network.  This  stems  from  the  fact  that  message  transmission  between  widely  separated 
users  is  done  with  multiple  shorter  hops.  In  some  networks,  such  as  military  tactical  com¬ 
munication  over  a  wide  operational  area,  multihop  networks  provide  the  only  practical  and 
reliable  approach  to  connectivity  among  mobile  users,  e.g.,  the  U.S.  Army  Mobile  Subscriber 
Equipment  (MSE)  network  [111,  112].  Connection  to  a  backbone  or  other  networks  is  ac¬ 
complished  by  equipping  one  or  more  nodes  with  the  necessary  connection  capability.  As 
a  result,  one  disadvantage  of  the  multihop  network  is  the  added  complexity  to  implement 
efficient  message  routing  and  control  algorithms.  Another  disadvantage  of  this  topology  is 
the  accumulated  store-and-forward  delay  incurred  by  multiple  hops  connecting  widely  sep¬ 
arated  users.  Multihop  networks  have  provided  applications  in  military  radio,  public  safety 
communications,  and  other  packet  radio  networks  [14].  However,  they  have  not  yet  been 
adopted  in  the  wireless  LAN  industry. 


6.  Conclusions 

This  report  has  surveyed  various  approaches  and  protocols  used  for  routing  information 
through  mobile  packet  radio  networks.  Of  particular  interest  in  this  report  were  networks 
that  exhibited  dynamically  changing  topologies.  We  have  focused  on  issues  that  reside  within 
the  lower  three  layers  of  the  standard  OSI  network  architecture  model,  such  as  network  orga¬ 
nization,  channel  signaling  and  media  access,  link  scheduling,  and  routing.  Where  available, 
performance  evaluations  of  packet  radio  networks  were  also  included. 

Our  investigation  of  the  previous  issues  has  suggested  the  following  conclusions. 
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(1)  The  problem  of  routing  packets  through  mobile  radio  networks  remains  an  open  and 
intensely  researched  problemj  there  are  already  beginnings  made  in  the  analysis  of 
networks,  where  the  rate  of  topological  change  is  neither  too  fast  nor  too  slow.  This 
is  an  interesting  situation  in  which  adaptive  and  distributed  algorithms  are  currently 
being  investigated. 

(2)  Most  studies  of  routing  in  mobile  networks  ignore  the  possibility  of  including  physical 
and  media  access  control  layer  issues  in  the  design  of  routing  protocols.  A  notable 
exception  to  this  is  the  work  of  Pursley  and  Russell  [98,  102,  103].  However,  these 
studies  are  simulation-based.  Consequently,  there  is  a  need  for  analytical  solutions  to 
routing  problems  in  mobile  packet  radio  networks  that  reflect  the  interplay  among  the 
physical,  media  access,  and  network  layers. 

(3)  Recently,  there  has  been  a  trend  in  the  literature  to  combine  the  determination  of 
network  connectivity  with  the  process  of  routing  packets.  An  example  is  the  recent 
paper  by  Corson  and  Ephremides  [96],  where  a  path  from  a  source  to  destination  node 
also  implies  the  formation  and  activation  of  links  constituting  that  path.  This  is  in 
variance  to  earlier  approaches  in  the  literature  [1]  that  have  relied  on  the  use  of  a 
specific  network  organization  algorithm. 

(4)  Finally,  there  are  few  global  performance  measures  for  comparing  the  evaluation  of 
diflferent  packet  radio  networks.  We  conjecture  that  this  problem  arises  since  modeling 
the  different  issues  in  such  networks  is  complex.  This  modeling  complexity  has  lead 
to  analysis  in  the  literature  under  various  simplifying  assumptions,  making  a  realistic 
comparison  of  approaches  difficult. 
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In  this  appendix,  we  review  the  main  characteristics  of  fading  radio  channels  and  examine 
their  impact  on  the  design  of  packet  radio  networks.  We  also  discuss  the  common  models 
that  are  used  to  account  for  effects  of  propagation  path  loss  and  multipath  propagation. 

Wave  Propagation 

Radio  propagation  in  indoor  and  outdoor  environments  is  quite  complicated.  Conse¬ 
quently,  it  has  received  much  attention  in  the  literature  [1].  In  radio  networks,  the  signal 
arriving  at  the  receiver  is  subject  to  (a)  free-space  transmissions,  and  (b)  transmissions 
through  objects,  reflections,  and  diffractions.  The  radio  waves  travel  from  transmitter  to 
receiver  via  many  paths,  with  various  received  signal  strengths.  The  transit  time  of  the 
signal  along  any  of  the  various  paths  is  proportional  to  the  length  of  the  path.  The  strength 
of  each  path  is  determined  by  the  attenuation  caused  as  the  signal  passes  through,  reflects 
from,  or  diffracts  around  objects  along  the  path. 

For  indoor  and  outdoor  mobile  applications,  the  commonly  used  mathematical  model  for 
a  multipath  channel  is  the  one  suggested  by  Turin  [2]  for  urban  radio  propagation.  In  this 
model,  the  impulse  response  of  the  channel  is  given  by 

A;=:l 

where  l3k,Tk,0k  represent  the  magnitude,  excess  delay,  and  phase  of  the  arriving  paths, 
respectively. 

Radio  propagation  is  generally  characterized  by  three  parameters:  the  root-mean-square 
(rms)  multipath  delay  spread,  the  gradient  of  the  distance-power  relation,  and  the  Doppler 
spread.  The  normalized  and  averaged  received  power,  as  a  function  of  delay,  is  referred  to  as 
the  delay-power  spectrum  [3].  The  rms  multipath  delay  spread  is  the  square  root  of  the  second 
central  moment  of  the  delay-power  spectrum.  With  the  previously  mentioned  mathematical 
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model,  the  rms  multipath  delay  spread  is  given  by 


'^rms  — 


where 


r  = 


TL^nlil 


(A.2) 


,  (A.3) 

EL.  Dl 

is  the  mean  excess  delay.  While  in  most  indoor  radio  networks,  the  rms  multipath  delay 
spread  measured  at  maximum  distances  of  100  m  is  below  100  ns,  in  outdoor  areas,  it  is 
less  than  10  jus  at  distances  up  to  a  few  kilometers.  As  a  rule,  the  multipath  spreads  in 
urban  canyons  and  hilly  terrains  are  more  than  in  flat  residential  areas.  Further  statistics 
and  measurements  are  available  for  a  variety  of  situations  in  the  literature  [2,  4,  5,  6,  7,  8, 
9,  10,  11,  12,  13,  14,  15,  16,  17]. 


Multipath  alfects  the  average  received  signal  power  and,  consequently,  causes  the  received 
power  to  fluctuate  statistically  as  a  node  moves  around,  or  as  people  move  around  close  to 
the  receiver  or  transmitter.  The  average  received  signal  power,  as  a  function  of  the  path 
amplitudes,  is  given  by 

Pr  =  E 

k=l 

It  is  proportional  to  the  inverse  of  the  distance  between  receiver  and  transnaitter,  raised  to 
a  certain  power.  This  power  factor  is  called  the  distance-power  gradient^  which  multiplied 
by  ten  gives  the  power  loss  in  decibels  per  decade  of  increase  in  the  distance.  In  free-space 
radio  propagation,  the  distance-power  gradient  is  2.  This  means  the  received  power  decays 
with  the  inverse  of  the  square  of  the  distance  between  receiver  and  transmitter,  or  the  power 
decays  at  the  rate  of  20  dB  per  decade  or  distance.  For  indoor  and  urban  radio  channels, 
the  distance-power  relationship  changes  according  to  many  factors,  including  building  and 
street  layouts,  construction  material,  and  density  and  height  of  buildings  in  the  area. 

The  fluctuation  of  the  average  received  power  is  caused  by  shadowing  and  appropriately 
referred  to  as  shadow  fading*  The  phase  differences  in  the  arriving  paths  cause  the  amplitude 
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of  the  signal  to  have  a  fast-changing  component.  This  fluctuation  is  referred  to  as  multipath 
fading.  Two  different  models  have  been  developed  for  line-of-sight  (LOS)  and  obstructed 
LOS  (OLOS)  communications.  For  LOS  communications,  the  path  amplitude  variations 
are  modeled  with  Rician  or  log-normal  distributions;  in  OLOS  communications,  they  are 
modeled  with  a  Rayleigh  distribution.  For  results  of  measurements  in  different  environments 
at  different  frequencies  see  references  [10,  11,  12,  13,  17,  18,  19,  20,  21,  22,  23,  24,  25]. 

When  a  receiver  and  a  transmitter  are  in  relative  motion  with  velocity  Vm,  the  received  car¬ 
rier  frequency  fd  will  differ  from  the  transmitted  carrier  frequency  fc-  This  shift  in  frequency 
is  referred  to  as  the  Doppler  shift  and  is  given  by 

/.  =  ^/c,  (A.5) 

where  C  is  the  velocity  of  radio  wave  propagation.  Whether  the  transmitter  is  moving 
toward  or  away  from  the  receiver  will  determine  if  the  Doppler  frequency  shift  is  positive  or 
negative.  For  a  mobile  terminal  moving  at  a  speed  of  60  mph  relative  to  the  receiver,  the 
Doppler  shift  is  120  Hz. 

Generally,  the  received  signal  arrives  along  several  reflected  paths.  The  velocity  of  move¬ 
ment  in  the  direction  of  each  arriving  path  is  usually  different  from  one  path  to  another. 
Consequently,  a  transmitted  sinusoidal  signal  is  not  subject  to  a  simple  Doppler  shift,  but 
rather  is  received  as  a  spectrum.  This  spectrum  is  referred  to  as  the  Doppler  spectrum. 
The  effect  is  viewed  as  a  spreading  of  the  transmitted  signal  frequency  and  is  referred  to  as 
the  Doppler  spread  of  the  channel.  Doppler  spread  can  also  occur  with  a  flxed  transmitter 
and  receiver:  when  an  object  moves  within  the  propagation  path,  it  produces  time  vary¬ 
ing  multipath  characteristics.  In  a  radio  network,  as  the  terminals  move  about  (or  objects 
move  around  the  terminals),  the  received  signal  fluctuates.  These  fluctuations  in  the  ob¬ 
served  signal  affect  the  width  of  the  Doppler  spread  in  the  frequency  domain.  Narrow-band 
measurements  of  the  Doppler  spread  can  be  found  in  Howard  and  Pahlavan,  Bultitude,  and 
Rappaport  and  Hawbaker  [14,  21,  26],  while  short  time  variations  for  wideband  indoor  radio 
propagation  can  be  found  in  Ganesh  and  Pahlavan  [27,  28]. 
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Frequency  Band 


The  design  of  a  packet  radio  network  is  influenced  by  the  operational  characteristics  of  the 
radio  frequency  (RF)  band  [29].  While  considerations  of  bandwidth  determine  the  lowest 
frequencies  allowed  for  a  packet  radio  system,  propagation  path  loss  and  the  associated  RF 
power  generation  requirement  determine  the  highest  frequencies  allowable. 

The  impact  of  bandwidth  on  the  lowest  desirable  RF  is  subtle.  If  the  ratio  of  RF  band¬ 
width  to  RF  center  frequency  is  much  larger  than  about  0.3,  practical,  cost-effective  radio 
equipment  is  difficult  to  build.  Hence,  the  range  of  acceptable  RF  center  frequencies  is 
bounded  below.  From  an  implementation  viewpoint,  the  RF  center  frequency  should  be  in 
the  lower  high-frequency  (HF)  band  extending  from  3  MHz  to  30  MHz.  While  propagation 
in  the  HF  band  can  provide  long-distance  communication  due  to  sky-wave  reflections,  the 
signal  also  experiences  multipath  spreading  of  the  signal.  Thus,  there  is  a  limitation  on  the 
data-rate  of  signals  that  can  be  used.  In  the  very  high-frequency  (VHF)  band  from  30  MHz 
to  300  MHz,  multipath  spreading  is  usually  reduced  to  a  few  microseconds  as  compared  to 
the  millisecond  spreads  present  in  the  HF  band.  In  the  VHF  band,  data  rates  on  the  order 
of  100  kilobits  can  be  achieved.  However,  distortion  and  multipath  fading  are  still  problems 
at  VHF,  particularly  for  mobile  terminals  or  terminals  that  do  not  operate  with  radio  LOS. 
These  difficulties  can  be  overcome  by  spread-spectrum  signaling. 

Propagation  path  loss  establishes  an  upper  bound  on  the  usable  radio  frequencies  for  packet 
radio  networks.  If  the  operating  frequency  is  raised  above  10  GHz,  losses  due  to  absorption 
by  rain  and  atmosphere  rapidly  increase,  and  the  radio  range  is  reduced.  Consequently, 
packet  radio  networks  must  rely  on  closely  spaced  relays  to  provide  adequate  area  coverage 
at  these  frequencies.  A  resulting  concern  is  the  cost  and  overhead  of  providing  a  dense  relay 
population.  However,  in  a  ground-based  packet  radio  system  10  GHz  is  a  practical  upper 
bound  for  useful  RF.  As  a  result,  desirable  RF  bands  for  a  packet  radio  network  are  the 
upper  VHF  band,  the  ultrahigh-frequency  (UHF)  band  from  300  MHz  to  3  GHz,  and  the 
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lower  part  of  the  superhigh-frequency  (SHF)  band  from  3  GHz  to  30  GHz. 

Since  VHF  and  UHF  bands  are  heavily  allocated,  another  important  consideration  is  the 
authorization  of  packet  radio  transmissions.  Spread-spectrum  signaling  could  allow  for  the 
coexistence  of  a  packet  radio  system  with  existing  users  within  a  frequency  band. 
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